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Abstract 
 
Based on the characteristics of speech signal, this paper develops a new digital information 
hiding algorithm. The basic idea: according to the characteristics of human ear’s 
insensitiveness to speech signal absolute phases, the paper makes full use of the short-time 
energy of speech signal to find the silence sections of the signal, then makes the absolute 
silence sections, and takes advantage of the absolute silence sections to create a number of 
“independent sections”. By changing the absolute phases of the “independent sections”, all 
sampling points of the “independent sections” are inverted, the positive proportion of 
sampling points of these sections are changed accordingly, and thus those secret digital 
pieces of information are carried. The experiments show that the proposed algorithm has 
excellent properties in robustness and invisibility. 
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1. Introduction 
The rapid development of technology of 

Internet and information science, not only provides 
a great convenience for the digital information 
transmission and processing, but also brings great 
challenges to the digital information security 
problem [1, 2]. Therefore, more attention has been 
paid to the digital information security research. 
Digital information hiding technology means that 
the secret digital information is embedded in the 
carrier digital information, and then transmits 
secret digital information through the transmission 
of public information, meanwhile the carrier 
information containing secret data can be access 
and use normally. The purpose of digital 
information hiding technology is to prevent the 
hidden information interceptor’s attention and 
doubt, thereby the chances of being attacked are 
reduced [3, 4]. 

Because human's sense of hearing is more 
sensitive than vision, the information hiding in the 
sound is more difficult than the information hiding 
in the image [5].   Since the audio carrier hiding 
technology has been proposed for many years, 
especially embedded in the frequency domain, the 
method of embedding technology has gained great 
improvement, the hiding technology has achieved 
a certain degree of practical use, but there are a lot 
of inadequacies in some hiding technology put 
forward, mainly reflected in hiding imperception 
decline with the strength of robustness of the 
hiding technology, or for strong anti-attack 
capability by increasing the embedding energy 
[6,7].  

The paper makes a deeply research on the 
auditory properties of human ears, analyzes all 
kinds of audio recordings, sums up the digital 
voice signal having more silence segment, and 
human ear insensitive to the absolute phase of the 
speech signal, puts forward a kind of digital 
information hiding algorithm. The algorithm 
reduces the noise at the boundary from ordinary 
segmental introduction, has better 
imperceptibility, and very strong robustness. 
Meanwhile, the speech signal carries the 
information of specific auditory discernible, the 
user hides his accounts, passwords and other 
personal digital information in his own voice to 
transmit, which is more trustworthy than 
images, digital or sequences anyway. 

2. Preprocessing of carrier speech 
information 

The feeling of different acoustic absolute 
phase is virtually identical to the human ear 
auditory organs [8]. The ratio of the positive 
number of sample points and total sample points 

has a certain proportion in each section of the 
speech signal, defining as a positive proportion of 
each section of the speech signal. If the absolute 
phase of a speech signal is changed, that is all of 
the amplitude of the sampling points in a speech 
signal are inversion, then the positive proportion of 
the speech signal will be changed, but the human 
ear cannot perceive the change of the speech signal 
after the inversion. According to the characteristics 
of human auditory organ, secret digital information 
can be carried by inversion of a speech signal 
sampling points.  

Because there is more than one the digital 
information to be hided, several “independent 
sections” must be constructed in the speech signal. 
The digital information is embedded bit by bit 
through piecewise inversion of the sample point 
(that is, change the absolute phase). So before 
embedding the secret information, the carrier 
speech signal must be preprocessed. 

The main carrier speech signal 
preprocessing is that the carrier speech signal is 
divided into a number of "independent sections". 
Firstly the carrier speech signal is segmented, then 
the silence sections of speech signal are detected 
and identified, and all the sampling point value is 
set to 0 in the silence sections. The carrier speech 
signal between the silence sections is a speech 
signal relatively "independent".  

2.1. The segmentation of carrier speech 
signal  

The carrier speech signal is expressed as: 
{ ( )  1 }= ≤ ≤Z z i i L                                             (1) 

In the formula: Z is the carrier of speech 
signal; L  is the length of the carrier speech signal. 
The carrier speech signal is divided into short 
length of equal length. Taking into account the 
temporal masking phenomenon of human ear, the 
length of each segment is selected less than 20ms. 
If the length is elected as M, the segmented carrier 
speech signal can be expressed as:           

{ ( , )  1 ,1 }= ≤ ≤ ≤ ≤S s i j i K j M                              
(2) 

In the formula: S is the segmented carrier 
speech signal; K is the number of segment; M is the 
number of sampling of each segment. 

2.2. Silence sections detection 
The short-time zero rate, short-time energy 

difference, linear prediction parameters and short-
time cepstrum difference are normally used to 
silence detection[9,10] , but the zero rate, spectrum 
parameters is difficult to determine between 
sounds and background noise, by weighing the 
compatibility effect and good judgment, this paper 
chooses short-time energy as the test parameters. 
The definition of short-time energy is expressed as:              
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In the formula: ( )w j is a window function.  
In reality, the window function mainly 

selects rectangle window and Hamming window 
[11]. Because the rectangular window has the 
minimum main lobe width and the high spectral 
resolution, rectangular window is used in the short-
term energy calculation [12]. 
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Short-time energy can be simplified as: 
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Defines the time-domain energy threshold value µ  
as: 

( ){ }10 min    1µ = × ≤ ≤iE i K                                 (6) 
Short-time energy of each carrier speech 

signal is calculated, when the short-time energy is 
lower than the silence energy threshold, the silence 
section is detected [13]. That is: if 

{ }    1,...,µ< ∈mE m K                                          (7) 
{ }    1,..., , 0µ+ < + ∈ >m nE m n K n                           (8) 

'      < 'µ> < +mE m m m n                                        (9) 
Section m and section +m n  are the 

detected silence sections, set 0 method is used to 
mark the silence sections. Namely, the sampling 
values of the silence sections of the carrier speech 
signal are set to 0, and the short-time energy of the 
corresponding section is set to 0 too. 

( , ) 0    1 ,1= ≤ ≤ ≤ ≤s m j m K j M                          (10) 
( ) 0    1= ≤ ≤e m m K                                          (11) 
( , ) 0    1 ,1 , 0+ = ≤ + ≤ ≤ ≤ >s m n j m n K j M n      (12) 
( ) 0    1 , 0+ = ≤ + ≤ >e m n m n K n                         (13) 

In this way, the carrier speech signal 
between the silence sections is artificially created 
"independent section". Namely the carrier speech 
signal between the 1+m  section and the 1+ −m n
section is an "independent section". 

2.3. The preprocessing of digital 
information 

Digital information, including individual 
accounts, passwords, and other digital information, 
is the decimal digits or letters. In order to better 
hide the digital information, it must be 
preprocessed before embedding. 

The preprocessing of digital information is 
mainly to convert the stream of non-binary digital 
information to binary code. Assume one's 
password is a decimal number: 065136, each 
decimal number is converted into four binary 

digits: The information flow of the preprocessed 
secret digital information is:0000011001010001 
00110110. 

3. Digital information embedding 
The realization of embedding of digital 

information is mainly based on full inversion of 
sampling points in each of the "independent 
sections" and human ear insensitiveness to speech 
signal absolute phases. The specific steps are as 
follows: 

Step1: Selecting the initial embedding 
section; 

Step2:Starting from the corresponding 
section of short-time energy and find back the first 
zero value, and continuing to find the second zero 
value, then the carrier speech signal between the 
first zero value section and the second zero value 
forms an “independent section”; 

Step3:The number of positive sampling 
points of the “independent section” is obtained, 
then divides by the total of sampling points of the 
“independent section”, thus the positive proportion 
value of the section is gotten; 

Step4: When the positive proportion value 
of the section is 0, the sampling points of this 
section is totally negative, part of the negative, the 
other part is 0, or totally 0; When the positive 
proportion value of the section is 1, the sampling 
points of this section are all positive. When the 
positive proportion value of the section is 0.5, the 
positive sampling points of this section are as 
much as the negative; All three of these conditions 
after inversion will lead to the misjudgment of the 
secret digital information, so when the positive 
proportion value is 0, 1, or 0.5, the "independent 
section" is invalid, return to Step2; when the 
positive proportion value is not 0, 1, or 0.5, go to 
Step5;  

Step5:When the positive proportional 
value is greater than 0.5 and the secret digital 
information is 0 or the proportional value is less 
than 0.5 and the secret digital information is 1, all 
the sample points of the "independent section" are 
inverted; Conversely, when the positive 
proportional value is less than 0.5 and the secret 
digital information is 0 or the positive proportional 
value is greater than 0.5 and the secret digital 
information is 1, all the sample points of the 
"independent section"   remain unchanged; 
Step6: If all binary digits are embedded, then the 
program ends, otherwise returns to Step2. 

Through the above six steps, the carrier 
speech signal has carried secret digital information, 
becoming a mixed speech signal, without being 
perceived by the human ears. 
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4. The extraction of secret digital 
information  

The secret digital information is embed in 
the carrier speech signal by using this algorithm, 
before extracting the secret digital information, the 
mixed speech signal is preprocessed too. Namely, 
the mixed speech signal is segmented, and the 
short-time energy value of each segment is 
calculated, the silent section is detected and then 
some "independent sections" are obtained. The 
length of each section and the silence energy 
threshold are consistent with the embedding.  

The steps of extracting the secret digital 
information are basically the same as the 
embedding steps, except Step5: 

When the positive proportion value of the 
section is greater than 0.5, then the extractive 
secret digital information is 1; when the positive 
proportion value of the section is less than 0.5, 
then the extractive secret digital information is 0. 

Finally, the extractive binary digital information is 
converted into original information form. Namely, 
the secure transmission of digital information has 
been achieved. 

Obviously, the secret digital information is 
embedded in the carrier speech signal by using this 
algorithm, its extraction method is very simple, 
and the secret digital information can be extracted 
without the original carrier speech signal, the blind 
extraction of the secret digital information can be 
realized. 

5. Experimental results and analysis 
5.1 The basic experiment 

This experiment uses a single channel speech 
signal as the carrier speech signal, and its length is 
1.78s, sampling frequency is 8 kHz, the resolution 
is 16 bit, digital information is 065136, its segment 
length is 8, the initial embedding section is 400. 
Figure1 - Figure 4 are the results of the 
experiment. 

 

 
         Figure 1. The carrier speech signal      Figure 2. Short-time average 

                                                                    energy distribution 
 

 
 

  Figure 3. The mixed speech signal      Figure 4. Extractive binary data 
 

From the graph, we can see that the 
algorithm can recover the secret digital information 
well. Through the audition, the mixed speech 
signal and the original carrier speech signal have 
almost no difference, The algorithm reduces 
the noise at the boundary from ordinary 
segmental introduction, as the result, the 
requirement of the transparency of the hidden 
information is reached. 

5.2 Robustness experiments 
In this paper, the evaluation index of the 

design algorithm is error rate eP ： 

= e
e

a

T
P

T
                                                           (14) 

  In the formula: eT  represents the number 
of digital information that transmitting error, and 

aT  represents a total number of digital information.  
    In order to test the robustness of the algorithm, 
the attack strategy is the filtering attack, the noise 
attack, the sample attack, and the quantitative 
attack [14, 15]. 

1) Filtering attack. Making the mixed 
voice through the 2.5 kHz low-pass filter. 
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2) Noise attack. White gaussian noise is 

added to the voice mixture, its central value is 0, 
and its variance is 0.02. 

3) Sample attack. The mixed speech is 
sampled down 2 times and then sampled to the 
original signal frequency. 

4) Quantitative attack. The mixed speech 
signal is first quantized into 8 bit and then 
quantized into 16 bit. 
 
Table 1. Error rate caused by different kinds of attack 
 
Attack type error rate eP  
filtering attack 0 
noise attack 0 
sample attack 0 
quantitative attack 0 

 
Test results show that under the various 

attacks, the proposed algorithm can guarantee the 
zero error rate, also has excellent performance in 
robustness, resistant to a variety of common speech 
signal attack means. 

6.Conclusions 
In this paper, according to characteristics 

of the human ear’s insensitiveness to speech signal 
absolute phase, the digital information hiding 
algorithm based on speech signal is designed. The 
algorithm makes full use of the silent section of the 
speech signal and artificially creates several 
“independent sections”. The secret digital 
information skillfully is embedded in the 
“independent sections” of speech signal, as the 
result, the application of digital information 
embedded in the speech signal is realized. 
Experimental results show that the proposed 
algorithm has excellent performance in robustness 
and invisibility. The proposed algorithm can be 
applied to the user's personal secret digital 
information transmitted in his voice. The research 
of proposed algorithm focuses on the robustness 
and invisibility, but the capacity of the embedded 
data is not enough. To improve the embedding 
capacity of the algorithm, we need to carry out 
more in-depth researches. 
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