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Abstract
As for security of RFID network, this paper has proposed a safe, effective and scalable RFID Authentication Pro-
tocol (CRFID) with cloud database as server. Firstly, the tree-structure management tag is used to achieve privacy 
protection, and the time complexity of RFID system in search of cloud database is reduced from O (N) to O (logN); 
then, the size of each subkey in keys route of the RFID tags is increased from 4 to 60 digits to prevent tracking at-
tacks;	finally,	reader	determines	whether	the	key	stored	in	the	tag	is	updated	through	the	feedback	message	of	the	
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Introduction
Radio	 Frequency	 IDentification	 (RFID)	 system	

has received much concern in recent years, originally 
used for military purposes, now gradually replacing 
the optical bar code system. Compared to barcode 
system, RFID system has several advantages, such 
as cloud data management, parallel processing, short 
access time, long-distance non-contact sensor and re-
writable et. [1]. RFID system is very easy with great 
efficiency,	and	has	been	applied	in	numerous	dimen-
sions, such as supply chain, car door locks, product 
sales, as well as e-passports, etc. RFID system con-
sists of three components: electronic tag (transmitter), 
back-end database server of saving the associated in-
formation of tag and RFID reader (receiver), and tag 
scanning and database query are conducted via wire-
less connection [2]. Back-end database server allows 
access to all of the RFID readers with strong parallel 
computing capabilities in order to meet simultaneous 
query of all readers, and it is also known as cloud 
database, also saving hash value or identity code and 
key form of key while calculating and storing infor-
mation. The information transmission between tag 
and reader are open, and if the information stored in 
the tag is not protected by proper security measures, 
then there may be a risk [3]. A relatively simple meth-
od of safe data transmitting is that the tag sends the 
meaningless message, that is, hash value or data en-
cryption. When a valid reader acquires meaningless 
news, the back-end server can be used to search for 
the identity tag and associated detailed information 
[4], while invalid reader cannot connect to the back-
end server, thus attackers would have no way to get 
the detailed information of tag through meaningless 
messages. However, because the tag has response to 
the same hash value each time, attackers can be able 
to successfully trace the label if the same hash value 
is received again.

1. Proposed CRFID Protocol
This	paper	presents	a	scalable,	secure	and	efficient	

RFID authentication protocol, called CRFID, over-
coming security vulnerabilities in existing methods, 
and Table 1 is the symbol used herein.

The program consists of two phases: initialization 
and reading. In the initialization phase, a unique key 
pair ki and si is assigned to each tag Ti. Meanwhile, 

tag to prevent desynchronization attacks. Simulation results show that this scheme greatly enhances the security 
level of the key path while reducing the search complexity.
Keywords: RFID, CLOUD DATABASE, TIME COMPLEXITY, DESYNCHRONIZATION ATTACK, 
TRACKING ATTACK

Table 1. Symbols used in this paper

Symbol Meaning
R RFID reader
Tag RFID tag
ni Characteristic random number of i
ln The length of ni

H() One-way hash function
lh Length of the output value H()
ki Key path of T
ki[x] The x- subitem of key path
lk The length of a subitem of key path
si Tag key
δ Branching factor of key tree
T Key tree in database
d Depth of key tree
c TagJoin run times
N The total number of tags
V List of victims

readers construct a pseudo key tree. It is noted that the 
label itself does not contain any output information 
to show that the success or failure of the authentica-
tion process. Therefore, any reader cannot determine 
whether the protocol is executed successfully. In order 
to address this serious shortcoming, a communication 
process is designed in step 8 of the proposed algorithm, 
and the CRFID reading protocol is as follows:
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In addition, if the reader does not receive the mes-

sage	confirmed	by	the	tag,	it	will	read	the	label	again	
(step 9). In addition to initialization and reading pro-
cess, the program in this paper also considers adding 
a new label and verifying the updated key (keygen 
and New Verify is algorithm 1 and 2 respectively).

1.1. Initialization
A number of parameters shall be determined be-

fore the running of system, including depth of key 
tree d ,	branch	coefficient	δ,	 and	 the	bit	 length	 kl of 
each sub-key. The length of the key path is d × kl .
δ	and	 kl are mainly chosen based on systems and se-
curity issues [14]. The value of selected parameter 
( , , )kd lδ in this paper) is (4,32,60).

Supposed there are N labels, the input of KeyGen 
function is the identity i of each label and two ran-
dom strings ik and is . KeyGen algorithm is shown 
in Table 2. 'ik  and 'is are outputted the security tag 
of label i . After processing all labels, the key tree is 
formed, and each leaf represents several tags (pos-
sibly only one) [15].

Table 2. KeyGen algorithm

Algorithm 1: KeyGen

1: Input: tag ID i, key path ik , key is  ( ik and is are 
random strings in initialization)
2: Output: new key path 'ik and new key 'is .
3: Internal variable: key tree T and the depth d,. 
victims list V
4: Assuming M is the root of T
5: for	j←0,1,…,d-1	do
6: if	deg(M)=δ	then
7:	r←{1…δ}
8:	M	←	Mr,	in	which	Mr	is	the	r-th	sub-item	of	M.
9: else 
10: Create node M ‘and attach it to M.
11:	Define	label	(M	‘)	←.	 {1} klR
12:	M←M’
13: end if
14 '{ }ik k ←	tag	(M)
15:end for
16: if the label (M) is the same as one in list V then
17: Perform for loop.
18:end if
19: ' ( ' )←i i i is H k k s
20:return 'ik , 'is .

2. Security
Since CRFID protocol will update critical path and 

key after each successful reading, the complexity of 
key number in tag is O (1), and the reader can identify 
the leaf node only by matching the hash value d from 
the	U.	Each	hash	value	needs	at	most	δ	times	of	hash	
calculation, and each leaf node contains a few labels, 

complexity of the search overall 2( )O dδ × . Therefore, 
CRFID has three properties: recoverable captured la-
bel,	fixed	 size	 of	 key	 and	 efficiency	of	 search.	The	
process of CRFID resisting the attack of two main 
RFIDs is as follows:

(1) Resist tracking attack: CRFID increases the 
size of each subitem of ik from 4 to 60 digits, while 
maintaining	the	same	δ,	namely	the	same	search	com-
plexity. This can largely avoid tracking attack, and 
the attacker cannot extract the value of each subitem 
from	σ.	Figure	1	shows	the	relationship	between	 kl  
and number of searches, and it can be seen that if kl
is increased to 30, the value can still forcibly reverse, 
tag tree N being 0.1, 1 or 10 million.

(2) Resist desynchronization attack: Step 8 in 
CRFID reading protocol is used to withstand de-
synchronization attack. When R receives messages 
generated in step 8, it can be determined that the key 
stored in T has been updated. If the message fails to 
send to R, then T does not update the key, and termi-
nates the protocol, or the updating key of T is( 'ik 'is ,)
(R generates key correspondingly). In some cases, R 
will reread T, until it receives the message generated 
in step 8. That is, the previously generated keys are 
invalid, thus avoiding false label (it does not exist in 
the record).

Figure 1. Relation between []ik , kl  length and search 
complexity

2.1. Protocol Security
If '≠U U  or 1 1 '≠n n , emulator will reject the mes-

sage and terminates the reader R. We use the event 1E  
to express rejection message of reader error (i.e., the 
emulator refuses the protocol that attacker destroys 
successfully). If the message is rejected, the attacker 
will choose to output 'σ .

If = 'U U or 1 1= 'n n , emulator will accept the mes-
sage and continue implementation of the protocol. 
Simulator outputs { }1 2,σ σ σ= to the attacker, in 
which 1σ and 2σ  are the random numbers with the 
length of hl . Then the attacker returns to 'σ . If 'σ
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is different fromσ , the emulator will reject 'σ . If the 
emulator refuses 'U , it will also refuse 'σ . According 
to the algorithm 2, 'σ  is actually correct, but the em-
ulator rejects as false, using event 2E to indicate this 
situation.

Table 3. New Verify algorithm

Algorithm 2: NewVerify

1: Input: { }1 2,σ σ σ= , 1n , 2n .
2: Output: new key path 'ik and new key 'is .
3: Internal variable: the current key path ik and key

is ..
4: 1 1 2' ( )i ik H n n kσ← ⊕  
5:if 2 1 2( ')i iH n n s kσ ≠  then
6: return Fail;
7:end if 
8: ' ( ' )←i i i is H k k s
9:return 'ik , 'is

Finally, the simulator sends the random number 
α	of	length	 hl  to the attacker, the attacker replies 'α ,
and when the two are unequal, the emulator rejects. 
The case that 'α  should not be rejected, and the emu-
lator rejects it is called event 3E .

If the attacker has not changed any news, the emu-
lator assigns key ik and is randomly to the label.

By	definition,	the	overall	probability	of	a	success-
ful attack on protocol is Pr( 1E )+Pr( 2E )+Pr( 3E ). The 
following will show that each item of the above for-
mula is very small.

Pr( 1E ): only in the case that 'sU is legitimate, 1E
will occur, and the following situations may be:

(1) The loading of the same 1n  and 2n has been 
failed, and the likelihood is, 2−× nlRq  in which Rq is 
the number of all readers allowed by the attacker and 

nl  is the length of 1n and 2n . It is noted that although
2n  can be chosen by the attacker, 1n is randomly se-

lected by the emulator and cannot be predicted.
(2) The attacker has successfully searched for the 

hash value to the correct key. Since all the news in 
the protocol are not associated with is , the likelihood 
of this is 2−× klHq , in which Hq is the total number of 
queries launched by the attacker.

{ 2 1 2 1 2, ( [0]), ( [1]),...,= i iU n H n n k H n n k

}1 2 1 2( [ 1]), ( )−i iH n n k d H n n s   (1)

R	identifies	Tag	through	Identify	algorithm.	Iden-
tify algorithm starts from the root, and repeated ex-
amination is made whether the tree mark of child 
node of the target node can meet the equation (2) or 
not.

1 2 1 2( ) ( [ ])=r iH n n labelM H n n k j   (2)

(3) The attacker outputs legitimate 'sU , but never 
gets it in a hash query or in the previous communica-
tion. The possibility of such a case is.

Thus, it can be seen from the above that

Pr( 1E )≤ 2−× nlRq + 2−× klHq + 2− hl   (3)

Pr ( 2E ): Only if 2σ is valid, 2E could happen. 
There are three cases that may occur:

(1) The same 1n and 2n  has been used before, and 
the	 same	 σ	 can	 be	 reused	 by	 the	 attacker,	 and	 the	
probability of its occurrence is 2−× nlRq .

(2) If the attacker obtains a hash value in
1 2( ' )iH n n s x ,	a	legitimate	σ	can	be	created.	How-

ever, since all the news in the protocol are not as-
sociated with is , the likelihood of such a case is only

2−× klHq .
(3) The attacker does not generate a legitimate 2σ

through hash function, and the likelihood will not ex-
ceed 2− hl .

Thus, it can be seen from the above that

Pr( 2E )≤ 2−× nlRq + 2−× klHq + 2− hl   (4)

Pr( 3E ):	Only	if	α	is	valid,	it	could	happen.	There	
are three cases:

(1)	α	is	the	preceding	output	of	the	simulator,	and	
the attacker cannot control 1n and 2n , its possibility 
of 22−× nlRq .

(2) The attacker obtains a hash value in
1 2( ' )i iH n n k k , and the probability of occurrence is

22−× klHq .
(3)	 α	 is	 unrelated	 to	 previous	 communications	

queries, and the probability of occurrence not exceeds
2− hl .

Thus, it can be seen from the above that

Pr( 3E )≤ 22−× nlRq + 22−× klHq + 2− hl   (5)

According to the above, all the possibilities that 
the protocol is attacked are

Pr( ) 2 (2 2)− −≤ × +n nl l
RA q

2 (2 2) 3 2− − −+ × + + ⋅k k hl l l
Hq   (6)

This is the polynomial related to number of hash 
queries Hq and on-line reading Rq , in which nl , kl and

hl  are quite large, so the result is very small and can 
be ignored.

Note that, because each tag has a different key, so 
Formula (6) is independent of the number of the cap-
tured labels. When ( nl , kl , hl , Hq ) are valued at (60, 
60, 60, 216, 230), the likelihood of successful attack 
on CRFID is less than2-29.
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2.2. Privacy
When the label is illegally read, the attacker can 

get a set of tags ϑ that can generate messages. Pri-
vacy function P (c) is used to represent the privacy 
performance	of	various	programs.	P	(c)	is	defined	as	
1/ ϑ , in which c is the number of the captured label. 
Ideal privacy protection program can generate func-
tion ( ) 1/ ( )= −P c N c  and 1∀ ≤ −c N , in which N is 
the number of all labels in the system.

In legal reading (passive monitoring) and il-
licit reading (active scanning), the message

2 0 1 1( , , ,..., , )−= d sU n U U U U only provides information 
to identify the label. If the attacker does not capture 
any	 label,	 it	 is	 difficult	 to	 confirm	whether	 the	 two	
communication data streams come from the same la-
bel, unless the attacker can guess the key path ik or 
key is , or the failed reading for two times using the 
same 1n and 2n  (less likely). Therefore, it is consid-
ered (0) 1/≈P N .

The more the captured tag is, the more the infor-
mation of the leaked path keywords will be. C is set 
to be set of the captured tag, and K is the set of path 
keywords subitems obtained from C. Assumed that 
key pair of tag iT is ik and is , the output message 
after receiving the illegal reading is 0 1 1, ,..., −dU U U , 
defined	 as ,x yE : When [0], [1],..., [ 1]− ∈i i ik k k x K , but

[ ], [ 2],..., [ 1]+ − ∉i i ik x k x k d K , and y nodes below 
[ ]ik x  are captured.
For the event ,x yE , the average ,x yN  of the rest N-

C-1is taken for the collectionϑ , calculated as:

, 1 ( )( 1) / x
x yN y N cδ δ= + − − −   (7)

To calculate the likelihood of ,x yE , we need to 
make the following analysis. xδ boxes	are	filled	with	
c balls. C is set to be a group of δ boxes, and the 
empty probability of y boxes in C is calculated, and 
for instance, there is a particular box being empty in 
C.	β	is	defined	to	be	the	number	of	non-empty	boxes.	
Pr ( ,x yE ) can be calculated by the following formula 
as function ( , ,0)f c y :

- -1( , , ) ( 1, 1, 1)xf c y f c yδ ββ β
δ

= − − +

- ( 1, , )
x

x f c yδ δ β β
δ

+
+ −   (8)

- -1(1,1, ) xf δ ββ
δ

=   (9)

-( ,0, )
 +

=   
 

cx

xf c δ δ ββ
δ

  (10)

( , , ) 0,f u v u vβ = ∀ <   (11)

Formula (8) represents that there is a total of c 
balls,	and	β	boxes	in	the	C	are	filled	up	while	y	boxes	

need	to	be	filled,	which	can	be	achieved	in	two	ways.	
In	the	first	case,	a	ball	is	put	into	a	box	in	C,	and	then	
there	are	β+1	boxes	filled	by	c-1	balls,	and	y-1	box-
es	need	to	be	filled.	In	the	second	case,	a	ball	is	not	
put into the empty box, and then there are c-1 balls 
and	y	empty	boxes	required	to	be	filled.	Formula	(9)	
means that there is only one ball, able to be put in 
any of the boxes except for the prohibited one, and 
therefore,	there	are	δ-β-1	boxes.	Formula	(10)	means	
that there are c balls but no empty boxes need to be 
filled,	and	all	the	balls	can	only	be	put	in	the	box	ex-
pect C collection or non-empty box, thus there remain

xδ δ β− +  boxes. Formula (11) means that there are 
sufficient	balls	 to	put	 into	 the	remaining	boxes,	and	
the possibility is 0.

Privacy function can be calculated by combining 
formulas (7) to (11):

1 1

, ,
1 1

1( )

Pr( )
d

x y x y
x y

P c

E N
δ− −

= =

=

∑∑
  (12)

Figure 2 shows the privacy function curves, and 
it shall be noted that tracking attack can be actively 
scanned only before the label is read again, because 
once the tags are read again, the key internally stored 
will be updated, and the attacker’s tracking informa-
tion will be unavailable.

Figure 2. Privacy level curve

3. Discussion
3.1. Parameter setting
According to the program, R will be perform-

ing exclusive-or operation and hash operation of the 
maximum	d×δ+	5;	T	performs	exclusive-or	operation	
and hash operation of d+5; compared with the hash 
operation, the calculated amount of exclusive-or op-
eration is relatively small, thus only the total of hash 
operation is considered here. An important question 
to consider is that based o n hardware features of R 
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and T, computing power of both is different, and com-
pared to the T, R has stronger computing power. Be-
cause	in	a	very	short	period	of	time,	R,	only	verifies	
one label each time, and the validation time for each 
event should be minimized. To balance the reader and 
computing time of change as much as possible, we 
need to calculate the lowest cost of R and T. Assumed 
that the ratio of different calculating measurements 
between R and T is r, r = 1 represents the time of the 
R implementing hash operation is the same as that of 
and T; r = 100 indicates that R is 100 times faster than 
T when is hash operation executed. According to the 
r values, the validation costs are estimated to get the 
best	δ	and	D	values,	 the	 results	 shown	 in	Figure	3.	
Validation	costs	depend	on	δ	function	of	different	r	
values, and the expression is:

_ cos ( 5) ( 5)Auth t d d rδ= × + + + ×   (13)

Figure 3. The authentication time cost function curve

3.2. Scalability
The program was originally designed to allow 

each node associated only with a label. Therefore, for 
a	key	tree	of	(δ,	d)	=	(32,4),	There	are	220	leaf	nodes,	
the capacity of corresponding label being 220. In fact, 
the system can accommodate more than 220 labels. 
That is, a leaf node may be associated with a plural-
ity of labels. The case of the label tolerance in total 
greater than 220 can be guaranteed.

Although the two labels have the same key path, 
their keys are different. Furthermore, the updating 
mechanism of key will refresh key path and the key 
for logging. Thus, if a label is damaged, then the key 
path is changed, and the attacker would not be able to 
track other labels of the same leaf node. In addition, 
the privacy of label is determined by its unique key. 
Therefore, the program designed in this paper con-
tains more than 220 labels. For most of the current ap-
plications,	220	labels	are	sufficient	to	meet	demand.

Conclusions
This	 paper	 has	 presented	 a	 safe	 and	 efficient	

RFID	 certification	 program,	 and	 has	 carried	 out	 a	
detailed security analysis and discussion. In pro-
gram design, after the key of the reader is updated, 
it will read the label again, if the previous key has 
created information, while the label makes response 
to this, indicating that the key has not been renewed 
yet, so as to keep away desynchronization attack. 
The	 simulation	 results	 confirm	 that	 the	 proposed	
scheme greatly improves the level of security in 
various parts of the key path while maintaining the 
same search complexity.
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Abstract
With the rapid growth of the amount of production and management data, precise marketing gradually replaced 
the traditional extensive marketing. And the rise of Databases and data mining technology provide the best solu-
tion for the precise marketing model. Data mining has been gradually into a variety of business applications. This 


