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Abstract

Virtualization asks for safer and better quality to service-oriented cloud computing system suppliers. Most of
the traditional researching is focus on the risk assessment of the information system and DDoS, but lacking of
researching on cloud computing in deep. So that the service-oriented cloud computing system risk evaluation
researching is very essential. In this paper, we build a service-oriented cloud computing system risk assessment
framework that using distributed dynamic status monitoring of virtual machine system and making risk prediction
value to summarizing the final risk assessment level of the system as a whole. The model can be used in monitor-
ing, identifying, predicting and evaluating for cloud computing security risk that is having effect on the risk evalu-
ation of virtual machine node and whole cloud system.

Keywords: SLA, QOS, RISK EVALUATION, CLOUD COMPUTING, DDOS.

1. Introduction

Cloud computing platform, which mainly pro-
vides a multi-tenant-oriented environment with web
services, is an integration of extensible application
service access which can be obtained through fre-
quently-used communication protocols on the Inter-
net. Cloud computing service relies on a large-scale
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data center and mostly uses virtualization server to
run web application programs and web services [1].
The service-oriented cloud computing system pres-
ents the following characteristics in three aspects:
(1)Large-scale and extensible design of service
layer. It refers to a complex distributed-load balanc-
ing technology, and uses a dynamic and elastic on-
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demand distributed computing strategy for compu-
tational task, data access, and database OLTP and
OLAP processing. General cloud computing manu-
facturers structure the service on the infrastructure
after unified virtualization - virtual machine (VM),
and the operating system in the bottom layer pro-
vides network communication, IO access, memory
management and CPU dispatch for VM. Therefore,
the large-scale service problem of cloud computing
is substantially the problem of service components of
virtual machine with unified specifications..

(2)Tight coupling design of service layer. The ap-
plication program is in cooperative development with
service in the bottom layer to make the best of re-
source. In order to give full play to the virtualized and
distributed overall cooperation competence, many
cloud computing systems adopt tight coupling and
flattening design; service layer is no longer a tradi-
tional single application layer, but closely integrated
with 1O dispatch, network optimization and CPU op-
timization of virtual machine. In this case, the operat-
ing status of server directly reflects and influences the
status of virtual machine, thus directly representing
the resource status of overall cloud computing sys-
tem.

(3) High-reliability and availability design of
service layer. Cloud computing system implements
the real-time supervision of overall resource through
Virtual Machine Management (VMM) and carries
out dynamic coordination and dispatch of the oper-
ating status monitoring data of virtual service com-
ponents via VMM, thereby guaranteeing the reli-
ability, availability and safety of the whole system’s
operation.

According to the operating characteristics of the
service-oriented cloud computing system, we bring in
a model for risk evaluation of cloud computing sys-
tem. The model uses the recording, tracing and fil-
tering methods to implement the collection of both
real-time operation monitoring data and system safe-
ty event logs for each virtual node through monitor-
ing components internally installed between VMM
and virtual service component layer, and builds a
distributed model framework for system risk evalu-
ation on the basis of single-point monitoring data to
implement risk identification, risk prediction and risk
assessment from the perspective of cloud computing
system service.

The introduction of risk evaluation system in a
cloud computing system implements dynamic risk
analysis, risk assessment and intervention, effectively
solving the insufficiency of conventional information
system risk evaluation method.
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Figure 1. Framework of Cloud Risk Evaluation

2. OPEN Service Security Architecture of
Cloud Computing Based on Safety Monitoring

2.1. Problem of DDOS Attack of Cloud Com-
puting

In recent years, cloud computing system provides
various on-demand services and interfaces for the
suppliers to tenant in their space. The services pro-
vided by these suppliers change dynamically along
with the change of virtual machine; these suppliers
also provide flexible and diverse host services. The
cloud computing system implements on-demand dis-
tribution and redistribution of computing resources
shared and distributed by each device and software,
and provides matched performance.

In 2009, KPMG passed the E-Crime Bill . The
study of E-Crime Bill shows that the security risk
of online customers is steadily on the increase. For
example, the research report of E-Crime Bill reveals
that the customers of 63% of enterprises are mainly
confronted with virus website attacks; according to
an investigation report, the attack and threat technolo-
gies faced by customers of 40% of enterprises are in-
creasingly complex.

If the use of DDoS (Distributed Denial of Service)
by intruders threatens their cloud computing systems,
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many nodes in a cloud computing data center are at-
tacked, resulting in system breakdown; if a node is
attacked by flooding messages, all other nodes are
possible to be under attack, making the system offline
or stopped. For example, the competitors of Amazon
or Ebay may rent a commercial cloud computing sys-
tem and use its known bugs in the system to invade
the system, causing other normal users unable to use
cloud computing services!?.

There are many types of DDoS attack tools, such
as Agobo, Mstream and Trinoo B!, which are still
widely used by attackers today. However, most at-
tackers tend to use less complicated web-based attack
tools, such as XML-DoS (XML-based Denial of Ser-
vice) and HTTP-DoS (HTTP-based Denial of Ser-
vice). Padmanabhuni and Jensen have introduced and
described XML-DoS and its distributed version DX-
ML-DoS (Distributed XML-based DoS) **. When a
XML message is sent to a WebService interface, the
XML request containing incorrect contents consumes
all resources of virtual machine where WebService
is placed.

It can be observed that most network threats in
the web service environment are from specific DDoS
attack. Since attackers use normal WebService in-
terface to initiate a request in the disguise of con-
ventional XML message to conduct data exchange,
server resources (including CPU, memory, and net-
work bandwidth) are consumed via a large number
of attack links to make the system unable to provide
valid users with normal service access capability.

In this case, we present a cloud computing service-
oriented monitoring architecture - CSOMA (Cloud
Service Oriented Monitoring Architecture) to change
the existing safety infrastructure of cloud computing
by active defense. The architecture provides a dis-
tributed monitoring-based security risk evaluation
model, which is composed of multiple methods in
different layers and can implement real-time moni-
toring and recording of nodes in virtual machine of
cloud computing system. Through the single-point
risk identification, risk prediction and overall macro
risks assessment of cloud computing system operat-
ing risks, the model can provide effective and safe
prevention strategies for dynamic service selection
and resource scheduling of cloud computing system.

2.2. WS-Security Standard Model

WebService is a typical loose coupling frame-
work, which is characterized by self-description,
platform-independence and discoverability of service
interface [¢. Since WebService is widely used for the
interaction among enterprises, safety issues extend
from Internet to cloud computing platform, greatly
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increasing the risk of cloud computing system; Web-
Service applications in a cloud computing environ-
ment become more dynamic due to the introduction
of virtualization technology, so it is very complex to
provide safe, reliable cloud computing WebService
services.

WS-Security is a WebService-oriented standard,
which stipulates message header of WebService pro-
tocol and extension of SOAP, combining with mul-
tiple technologies, frameworks and safe modes, as
well as realizes the confidentiality and completeness
of data. The realization of WS-Security, irrelevant to
platform, is a general, cross-platform security mecha-
nism, mainly including confidentiality of message,
completeness of message and authentication of single
message [,

WS-Security uses XML labels and XML en-
cryption to put XML fragment into SOAP header
to implement security encryption of data. However,
traditional DDoS tools are less linked with network
security defense measures . For example, spoofing
message enables the attacker to obtain a legal ID, and
then the attacker can paralyze the server by sending a
large number of message or virus files. A better meth-
od is to combine WS-Security and WebService in a
normative way and conduct security transformation
of information message within a certain range, and
to improve security capability of the system through
the modification of security description of the packet,
with extremely limited effect .

3. Risk Evaluation of Cloud Evaluation

3.1. Virtualization Calculation

Virtualization is one of critical technologies of
cloud computing. Virtualization implements the
partitioning of cheap hardware of cloud computing
center through virtualization tools, and each parti-
tion constitutes an independent virtual machine to
make computation. Virtual machine includes devic-
es such as CPU, hard disk, memory and network,
and conducts the paralleled data processing. Virtual-
ization means central abstraction layer, which pack-
ages module resources on the bottom layer based on
the principle of time division multiple access, pro-
viding flexible resource management capability for
modules on an upper layer. Major cloud computing
platforms use virtual machine as their basic compo-
nents.

Virtual machine is the smallest resource unit pro-
vided by resource of cloud computing center. Each
host machine is divided into several VM, each of
which provides different WebService, and different
VM can dynamically migrate in local area network,
as is showed in the Figure:
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3.2. Risk Monitoring of Virtualiz- ation Re-
source

In the cloud computing environment, resource pool
of virtual machine includes several virtual machines,
each of which consists of devices such as CPU, hard
disk, memory and network, etc. Every web applica-
tion transfers resource from host platform of virtual
machine and implement dynamic migration.
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Figure 3. Structure Figure for Risk Evaluation of Virtual-
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For the cloud computing system and distributed
environment, the key to strengthening controllability
of system risk is to extensively adopt risk monitor-
ing measures. In the cloud computing environment,
any node can be added into the resource pool when
using open network application protocol as long as
it is in accordance with VMM hardware standard.
Since virtualization technology unifies hardware of
different specifications into standard virtual comput-
ing resource, including virtualized CPU, virtualized
memory, virtualized storage and virtualized network.
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The design of these applications must comply with
existing virtualization strategies.

Therefore, it is necessary to take several factors
into consideration when designing risk monitoring
mechanisms, such as dynamic resource scheduling
mode in each management level, cross-domain strate-
gy and various kinds of standard protocols. Normally,
monitoring mechanisms reside in a virtual machine
system in the form of agent, the key of which is that
monitoring behaviors of the agent cannot affect the
operation of virtual machine and must conform to
several typical characteristics as follows 1%

(1) Transparency: the monitoring mechanism
must be transparent for target system. It shall be able
to blend into the target system in the mode of loose
coupling without interfering normal operation of the
system.

(2) Extendibility: the problem of extendibility con-
tains two aspects: on one hand, when the number of
monitored objects increases, the system performance
cannot degrade sharply and the system still operates
efficiently and steadily; on the other hand, a specific
distributed monitoring can be efficiently conducted
for a large number of objects.

(3) Independence: cloud computing system faces
with different requirements from application and ser-
vice in various layers, which requires risk monitor-
ing mechanism to be able to adapt to the dynamic
changes of cooperative work of nodes in application
layer, as well as to the features with multiple applica-
tion types. Monitoring agent and Web service shall
be mutually independent in the aspects of coding and
business process.

(4) Controllability: monitoring system can be flex-
ibly configured during operation according to users’
demand, and users can select distributive deployment
and operating strategy. Frequentness, granularity and
dimensionality of monitoring can be freely defined.

(5) Adaptively: it is able to make dynamic and
adaptive adjustment according to environmental
change and adjust monitoring demand autonomously.

Risk monitoring is also confronted with other
problems: One is about stable, fault-tolerant and re-
liable monitoring system (namely availability). A
high available system should ensure its robustness
and have fault-tolerant capability, without providing
wrong data as much as possible while maintaining
stable operation. The second is about the manageabil-
ity and transportability of monitoring system for the
convenience of system management and updating.
The third is about availability and comprehensiveness
of monitoring information, which should be guaran-
teed to be valid data and meet different requirements
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as much as possible. The fourth is about the safety
of monitoring data and system. To guarantee re-
source safety is the precondition for network system
resource providers to be willing to provide resource
services '],

This paper designs a service-oriented model for
risk monitoring of cloud computing system, which
adopts COSMA framework as evaluating principle
and standard of the risk, adopts KVM as virtualiza-
tion tools, adopts SOAP/HTTP protocol as standard
detecting objects, and adopts SLA as integration of
constraint conditions of QoS access for cloud com-
puting service.

3.3. Risk Monitoring Methods based on Virtu-
alization Components

Risk monitoring is the behavior of collecting oper-
ating status of cloud computing system and the infor-
mation of features of virtualization resource, display-
ing and measuring real-time status of virtualization
components in cloud computing system, measuring
the status of virtualization components in each layer at
special time and conducting risk calculation on such
basis. Just to ensure the effectiveness of monitoring,
the range of monitoring shall generally cover: (1) per-
formance index of virtual machine (such as network
throughput, occupancy rate of RAM, I/O quantity
and occupancy rate of CPU); (2) relevant indexes in
Web service layer of virtualization (such as average
response time, memory and CPU condition of Web
service, concurrent connections); (3) information of
log events in close relation to safety, etc. Risk moni-
toring shall cover virtualization nodes in relation to
Web service in the system as much as possible.

Therefore, the risk monitoring framework is the
guarantee mechanism for risk control of cloud com-
puting system, and can select specific cloud comput-
ing service for users and provide constraint basis for
SLA, making it an important component of cloud
computing security environment.

Currently there are several different methods in
the classification of monitoring [1I:

(1) Division by monitoring objectives: since cloud
computing system is a collection of a large number of
virtual computing resources, there are physical host
monitoring and virtual machine monitoring. This pa-
per mainly researches the virtual machine monitor-
ing.

(2) Division by monitoring contents: there are the
monitoring of Web service layer of a virtual machine
and the monitoring of operating system and virtual
hardware resource state of a virtual machine;

(3) Division by monitoring method: there are two
kinds: passive monitoring and active monitoring. The
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main difference between passive monitoring and ac-
tive one is that the former does not actively increase
load but collect information in a way of Agent pro-
cess residing memory; the latter can actively increase
load through other devices, and observe and record
operating conditions and results of the target.

By comparing the above-mentioned monitoring
methods, the following measures are generally taken
in a cloud computing system to implement distributed
monitoring of virtualized resources:

(1)Division by monitoring objectives: including
the monitoring of Web service layer of virtualiza-
tion and the monitoring of virtual machine’s nodes.
The monitoring of virtual machine mainly includes:
capacity of hard disk, utilization rate of CPU, occu-
pancy rate of memory, memory capacity and CPU
clock speed, and monitoring of operating status of
virtualization hardware. The monitoring contents of
Web service layer contain operating system, Web
service log, operating status of user task, Web server
log, etc, and the monitoring of related information of
Web service program in a virtual machine. For the
SLA agreement of cloud computing, we should con-
duct monitoring with attribute of time on Web service
layer, which can reflect the basic capacity and quality
of service access provided for users by Web service
layer, mainly including the monitoring of virtualized
network device and the monitoring of network per-
formance among resources, such as access path of
service, access delay of service, average waiting time
and effective bandwidth.

(2) Division by monitoring contents: there are the
monitoring of Web application and the monitoring of
resource status. The monitoring of Web service re-
source, time and quality demand, QoS constraint in-
dex, event semantics, Web service response time and
security event statistical information is beneficial to
calculate current Web service risks of cloud comput-
ing system.

The monitoring model in this paper adopts a
mixed model of in-depth risk analysis and dynam-
ic operation status monitoring, mainly monitoring
from Web service layer, analysis of event log and
operation status of virtual machine. The analysis of
event log is divided into statistical analysis and se-
mantic analysis, thus forming the identification of
risk degree. The monitoring objects are categorized
as follows:

(1) Category of operation status of virtual ma-
chine: system call and loading conditions, capac-
ity and utilization rate of hard disk, rate of idleness,
memory capacity and its utilization rate, disk 1/O,
CPU clock speed and utilization rate, etc.
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(2) Analysis of event log: statistical analysis of
safety event log of virtual machine’s operating sys-
tem, and LSA-GCC risk identification based on the
log.

(3) Web service monitoring mainly includes: op-
eration status of Web service program and service
quality of WebService and capacity of time response.
The index is similar to performance index of virtual
machine in nature. Therefore, performance index is
classified into item of performance index of virtual
machine, while quality of service and time index are
separately classified.
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Figure 4. AHP Layering Risk Index Architecture

4. Cloud Computing Service oriented CSOMA
Model

4.1. Cloud Computing Service oriented Moni-
toring Structure

The collaboration, virtualization resource, cloud
application and cloud computing provided by cloud
computing among cloud customers rely on the SLA
agreement establishment therein. The essence of
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SLA agreement is a QoS constraint for cloud com-
puting service and a constraint-based service selec-
tion. When constructing the system model, this paper
adopts a cloud computing service-oriented risk eval-
uation system, enabling monitoring capacity in the
status of virtual machine in cloud computing system,
identifiability in event risk, predictability in operat-
ing risk of virtual machine, assessment in overall risk
of the system and controllability in service selection
behavior.

For this reason, we present the Cloud Service Ori-
ented Monitor Architecture. It mainly adopts a dis-
tributed monitoring agent to analyze and identify po-
tential safety threats of clouding computing system,
and provides basic data for real-time risk assessment
layer to realize the dynamic, real-time and large-scale
monitoring of virtual machine resources; it also con-
ducts status monitoring, event analysis, risk identifi-
cation, risk prediction and risk assessment of various
kinds of virtual components, meeting the demand for
overall risk evaluation of cloud computing service.

This system is composed of Cloud Client, Risk
Recognizing Engine, Risk Predicting Agent and Risk
Assessment Center.

Risk assessment center

Agent of isk recognition and prediction

e
ot

Resource pool of virtual machine

Management center

J

" forservice selection
Y
3

vV

&G &

Figure 5. Structural Figure of Risk Assessment Based on
Virtualized Resource

Cloud Client: referring to the client, making re-
quests of available service with low risk for cloud
computing system.

Risk Predicting Agent: referring to the monitoring
agent of virtual machine, to accomplish time index,
prediction of risk identifying index, blending and col-
lecting statistical index of event log and performance
index. It takes parallelization as a way of accelera-
tion, and adopts the RBF prediction method.
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Risk Recognizing Engine: it takes the method of
clustering analysis, combining LSA with machine
learning to recognize risks. It is composed of risk rec-
ognition algorithm and event analysis engine.

Risk Assessment Center: It synthesizes originally
collected information and risk prediction values to
provide the constraint basis for QoS service selection
strategy, and is also used to evaluate overall risk of
comprehensive indicator to obtain the attributes P, T,
A, and R.

4.2. Risk Evaluating Model Based on Virtual
Components Monitoring

The system model designed in this paper provides
a cloud computing client with QoS service selection
function based on risk assessment, and evaluates the
behavioral risk of using cloud computing service for
users resorting to monitoring and evaluating mea-
sures. Under the condition of taking full consider-
ation of distributed and virtualized features of cloud
computing and based on the above-mentioned design
principles, this paper designs a three-layer monitoring
architecture of “evaluating center, collector, monitor-
ing, agent” as shown in Figure 6:

Application API (for service selection and calling)

1

Risk evaluation center

Analysis of data mining Risk
recognition Risk prediction

Monitoring agent

Monitoring object (status of virtualization nodes,
time index, event log)

[
Infrastructure of cloud computing

Figure 6. Hierarchical Structure of Risk Monitoring

For risk monitoring which is considered as gen-
eral service, it is only required to regulate the demand
of monitoring service for application program in the
upper layer before calling risk monitoring data and
realizing purposeful risk monitoring. Therefore, de-
signers can concentrate on business logic layer of the
system. To achieve this objective, there are multiple
monitoring agents in monitoring system, which re-
spectively maintains a monitoring list and is attached
to respective resource of virtual machine, providing
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updating status for application program in the upper
layer and taking charge of monitoring real-time oper-
ating status of virtualized resource respectively.

In this system, the monitoring objectives in the
bottom layer contain virtualized virtual machine,
key Web service process in a virtual machine, and
snapshot information of operating status of system
event log of virtual machine. The monitoring agent is
above the monitoring object, and mainly responsible
to collect the security event log of an object, for origi-
nal state information system and for the hierarchical
communication of virtual machine state informa-
tion in a cloud computing system. For the collected
original information, the data mining analysis layer is
made to be relatively independent, and there are two
different modes of analyzing and handling: (1) trans-
mit to aggregation node directly without modifying
original status information, and risk evaluating center
analyzes and judges the status of monitored node; (2)
conduct in-depth data analysis and transmit analysis
result to superior monitoring and aggregation node.
In case computing capacity of virtual machine group
of risk evaluating center is insufficient and process-
ing capacity of virtual machine being monitored is
redundant, it is optional to adopt the second way to
optimize the system. On the contrary, if the comput-
ing capacity of the node being monitored is limited
and the completion of in-depth analysis task alone
could affect the normal operation of virtual machine,
then the mode of distributive computation is adopted
to complete the analysis cooperatively. This provides
higher flexibility for the implementation of risk moni-
toring architecture and the structure Figure is as fol-
lows:
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Figure 7. Model for Cloud Computing System Monitoring
Nodes of Virtual Machine
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Each monitored entity has a monitoring agent, and
it collects original status data of the monitored en-
tity, which is located at the terminal of a system. The
collector will monitor and transmit relevant informa-
tion of the object to risk identification components
in the upper layer. The risk identification component
implements the risk prediction based on a hierarchi-
cal analysis method. Since the time interval of sta-
tus collection is relatively short and approximately
30 seconds, it is unable to reflect real risk conditions
of node operation in a macro way. Therefore, in the
identification and prediction environment in the up-
per layer, the time interval is amplified and the pre-
dictable risk change of the node is obtained through
more data analysis.

The part of risk identification utilizes the method
of data mining to identify and classify the level of risk
of a monitored entity, and synthesizes the operating
status, time status, safety event statistical information
and risk identification result to make prediction of
risk tendency and to form single-point risk predictive
value. When risk prediction level corresponds to ab-
normal situation, the abnormal situation is processed
by be Web service selection strategy control center to
conduct response for risk warning in advance. If risk
level is normal, a value is returned, and conditions of
such value are set by QoS constraint of target system
to confirm specific rules of service selection. For ex-
ample, there are four status switches of the monitored
virtual machine, which are respectively expressed
by (P, T, A, R) four groups of monitoring indexes,
performance, time, alarming and risk identification
degree, and each group of monitoring index is com-
posed of respective monitoring parameters. The over-
all risk vector refers to the level of capacity risk of
such node at certain time.

4.3. Risk Evaluation and Manage- ment Struc-
ture of Cloud Computing System

In the cloud computing environment, since a
large number of virtualization computing nodes can
be scheduled cross-domain and the audit strategy of
business computing environment is relatively loose,
it provides convenience for attackers. Different from
former attack node groups through Botnet or de-
ploying Trojan to structure internetwork attack node
group, attackers in the cloud computing environment
can directly invade, control or rent large-scale com-
puting nodes of the cloud, and then initiate attacks
to Web service of another cloud computing system.
There are typical cases such as an attacker compo-
nent virtualization cluster and a victim cluster. Where
distributed DDoS based on XML/HTTP is adopted,
the attackers of two controlled cloud computing net-
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works conduct large-scale XML message attack of
the WebService service layer of a threatened cloud
computing system.

Threatened cloud

Cloud initiating an attack

Figure 8. Model of Threat Attack of Cloud Computing
System

Each server of cloud computing system is virtu-
alized and divided into several virtualized devices
(CPU, memory, I/O, etc). Therefore, the model for
risk assessment of cloud computing system can be
placed in the boundary of cloud computing network
environment to conduct the filtering, tracing and ana-
lyzing of potential attack behaviors, and to make the
risk identification, risk prediction and risk evaluation
of service interface layers under attack, providing risk
warning for boundary layer of cloud computing and
achieving the QoS quality constraint selection of nor-
mal users for cloud computing services.

The safety risk monitoring and service selection
management technologies in a cloud computing en-
vironment contain basic attributes and features of
service-oriented distributed system as follows: (1)
loose coupling: CSOMA is composed of standard
XML markup language and HTTP/SOAP protocol,
which means it can be operated and handled on dif-
ferent platforms; (2) based on interface message, the
interface is located among client, service provider
and CSOMA for the convenience of deploying the fil-
tering, intercepting, and tracing components; (3) dy-
namic overlay: CSOMA provides service assembly
required by risk control; it can flexibly and dynami-
cally overlay the monitored service access point with
the help of dynamic deployment ability of virtual-
ized resource, and meet the demand for different QoS
constraint service selections; (4) based on the deploy-
ment of virtualization technology, it is convenient to
conduct management of dynamic load balancing of
resource.
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Figure 9. Defense Model of Cloud Computing after
Adopting Risk Monitoring Architecture

Conclusions

Based on the virtualization feature of cloud com-
puting, this paper takes the virtualization compo-
nents as the core and the cloud computing-oriented
WebService safety as the objective to conduct the
structural design of risk assessment model. In the
architecture design, the problem of DDoS threat in
a WebService environment is firstly researched, and
the structural features of WS-Security standard model
are discussed and the defects in the environment of
safety risk control of cloud computing are explained.
A technology of cloud safety defense based on moni-
toring and tracing is also proposed. This technology
is used to conduct modeling of virtualization compo-
nents, and takes the method of hierarchical risk man-
agement to build an abstract and logical model. A
cloud computing-oriented CSOMA risk monitoring
and analyzing model is designed. The model adopts
the mode of dynamic monitoring, central analysis and
overall assessment to conduct the status monitoring,
event log statistics and analysis, risk identification
and risk prediction and to finally submit parameters
of each index to the risk evaluating center to realize
qualitative risk assessment. This model can be effec-
tively deployed in the dynamic and distributive envi-
ronment of cloud computing, making full use of free
nodes to conduct the MapReduce distributed, parallel
and accelerated computation and to realize real-time
perception of risk status of cloud computing system.
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