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Abstract

In this paper, the author researches on the identity-related services and key technology application in Internet of
Things (IoT). The paper summed up the characteristics of the Internet of Things (IOT) applications and current
application situation from the perspectives of IOT application. IOT protocols and research work of organization
are analyzed from the technical level which provides help for IOT architecture. This paper also focuses on several
key technologies for the IOT applications, which includes the IOT service framework based on semantic, seman-
tic annotation method for web service discovery, the context model and reasoning model based on ontology, the
composition service of IOT and QoS, the design and implementation of smart middleware.
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1. Introduction
Under the impetus of the economic globalization
and low carbon economy, the Internet of things is a

new hope to the world economy. The financial crisis at
the beginning of the21st century is the breakthrough
point of the Internet of things appeared in human his-
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tory stage, make its huge market potential is proved
that the development of Internet economy is the best
way to solve the economic crisis and effective means.
The Internet of things is the nature of the information
technology application in ubiquitous, which provide
strong support for low carbon economy development.
Through the Internet of things technology deepen-
ing integration with other industries, is really realize
green growth and low-carbon development. The In-
ternet of things industry is turning point in the future
economic and social development. The demand of the
Chinese economy industrial structure transformation
and the development of production internationaliza-
tion, the Internet economy on China’s economy have
brought the opportunity and challenge.

China late in the industrial society construction, it
is unable to jump in the process of economic develop-
ment phases. Economic development of the Internet
of things is the premise and basis of all-round social
informationization. When the developed countries of
the world development after2009iot strategic emerg-
ing industries, in order to shorten the next round of
international economic competition and the distance
between the developed countries, a more sustained
and healthy development of the Chinese economy,
the Chinese government adopted a development
strategy at the same time. Continues to speed up the
development of traditional industries as well as de-
velopment of IOT emerging strategic industries, and
trying to accelerate the pace of economic production
mode transformation is the main task. Under such
time background and national conditions, this article
attempts through to the current Internet of things in
the developed countries in the world’s leading eco-
nomic development current situation of realistic de-
velopment, mainly comparative analysis the United
States, the European Union, Japan and South Korea
in the Internet of things development foundation con-
dition, key technology, business model, state policies,
network integration, etc., analyzed the Internet of
things economic impact to the traditional economic
theory and business models. In deep anatomy basis of
the economic development of the Internet of things in
China, the development conditions, industrial struc-
ture and so on factors, trying to find China’s Internet
economy development path, put forward the devel-
opment of economy and improvement of the current
Chinese content networking wizard policy recom-
mendations.

Ref. 1 [1] compared the experiences of foreign
economic development of the Internet of things,
Firstly compared the four countries the development
of the Internet of things the information infrastruc-
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ture, analyzes the present situation of national IOT
economic development and main application field,
the development of basic industry of the Internet of
things can come to the four countries are relatively
mature, high degree of information technology, and
the core technology is mature. And the network eco-
nomic development goals are remarkably consistent
in content, in the information infrastructure for the
first-class world, occupying the international lead-
ing position, first entered the Internet of things. In
this paper, we promote a large number of labor and
employment rates of increase. But because each na-
tional development of 10T infrastructure, economic
environment is different, its economic effects are not
the same; is the same, the development of Internet of
things industry to the different degrees of positive role
in its economic prosperity. The three is the analysis of
the factors impeding the development of the Internet
of things foreign, finally to various countries matter
to carry on the summary analysis of network develop-
ment direction and trend. Pointed out that the current
development of IOT obstacle factors are mainly the
industry standard is not unified, the industry chain is
not perfect, the technology to be innovative, cost of
product applications the main problems [2-3].

2. Development of the Internet of Things

The concept “Internet of Things” was coined by
Kevin Ashton of Massachusetts Institute of Technolo-
gy (MIT) in 1999, and is defined as follows: all things
are connected to the Internet via sensing devices such
as Radio Frequency Identification (RFID) to achieve
intelligent identification and management. Early in
1995, the book The Power to Predict first described
application scenarios of the Internet of Things.

In recent times, the Internet of Things has devel-
oped rapidly and globally due to increasing govern-
ment and enterprise investment in projects in regions
such as the USA, Europe, Japan, and South Korea.
IBM’s Smarter Planet initiative will see an invest-
ment of 3 million dollars made in smart grid and digi-
tal healthcare projects. The EU has proposed an 12010
policy framework that aims to enhance economic ef-
ficiency and promote the development of Information
and Communication Technologies (ICT) through
widespread use of these technologies. In Japan, the
i-Japan strategy is based on E-Japan and U-Japan.
South Korea has also proposed a new project for the
Internet of Things. In China, Prime Minister Wen Ji-
abo presented the concept of “Experiencing China”
in August 2009. Driven by the Chinese Government,
the Internet of Things industry has developed rap-
idly in China. First, the development of the Internet
of Things conforms to the trend of using information
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technologies to better serve society. On the one hand,
modern society suffers development bottlenecks in
the fields of energy, transport, logistics and financing.
On the other, people have direct demands in health,
and medical treatment and services. With a general
belief that information technologies make for smarter
terminals, wider networks, and better services than
other technologies they are naturally chosen to solve
problems encountered in social and economic de-
velopment as well as to enhance standards of living.
Second, the Internet of Things is regarded as a new
source of economic growth by many governments.

The Information Super highway Plan implement-
ed by the Clinton administration brought 10 years
of rapid economic development to the USA. Now,
the Obama administration has put forward “Smarter
Earth,” which probably has relations with the Infor-
mation Superhighway Plan. In China, the Internet of
Things is regarded as the practice of using informa-
tion technologies to promote industrialization. In re-
gions such as Europe, Japan, and South Korea, gov-
ernment plays an important role in Internet of Things
planning. Third, with its businesses reaching satura-
tion point, the telecom industry also regards the In-
ternet of Things as a new breakthrough. In many Eu-
ropean countries, mobile phone penetration rate has
reached 100%. As a result, person-to-thing and thing-
to-thing communication has been placed high on the
agenda. The Internet of Things therefore represents a
new stage in the development of the telecom industry.

Despite these strong driving forces, the Internet
of Things faces challenges. First, inter-industry barri-
ers are an important factor affecting the development
of the Internet of Things. Currently, telecom service
providers are the main promoters of the Internet of
Things, and have made (or are making) ambitious
plans for its development. However, there are techni-
cal barriers among industries, and different industries
have their own industry chains, which are sometimes
difficult to penetrate.

Second, several technological issues are difficult
to overcome. Vast differences in applications make it
difficult to work out a uniform service provision plat-
form. Terminals and services vary dramatically in re-
lation to industries and applications. Third, the ques-
tion still remains whether the scale of the Internet of
Things industry can support the entire industry chain.
At present, interest from industries that may benefit
from Internet of Things service is far from strong.

3. Services of the Internet of Things

There are a large number of applications that can
be included as Internet of Things services, and these
can be classified according to different criteria. Ac-
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cording to technical features, Internet of Things ser-
vices can be divided into 4 types: identity-related
services [4], information aggregation services, col-
laborative-aware services, and ubiquitous services
[5]. It is generally agreed that an inevitable trend for
the Internet of Things will be its development from
information aggregation to collaborative awareness
and ubiquitous convergence, and that not all services
of the Internet of Things will develop to the stage of
ubiquitous convergence. Many applications and ser-
vices only require information aggregation, and are
not intended for ubiquitous convergence as the infor-
mation is closed, confidential, and applicable only to
a small group. Identity-related services adopt identity
technologies such as RFID, two-dimensional code,
and barcode. Figure 1 lists some identity-related ser-
vices. According to the identification mode of the
terminal, identity-related services can be divided into
two categories: active and passive. They can also be
classified by served objects (enterprise or individual):
personal applications or enterprise services.

The implementation of different applications may
vary. Figure 2 illustrates the basic principle of tag-
based information acquisition services. The general
procedure for such services is as follows: first, an
RFID tag is attached to a thing. Then, a read device
accesses the information in the RFID tag (including
the identity information of the thing), and makes are
quest to the name resolution server of the Internet of
Things. In this way, it may obtain the Uniform Re-
source Identifier (URI) of the thing. Finally, the read
device obtains further information from the URIL
With such services, a terminal collects and processes
data, and reports it via the communication network to
the platform. The platform further processes the data
and implements unified management of the terminals,
data, applications, and services as well as third par-
ties. Specific service applications include automatic
meter reading, elevator management, logistics, and
traffic management.

Figure 3 illustrates the framework of information
aggregation services[4]. In the Figure, the entire sys-
tem is made up of Machine-to-Machine (M2M) ter-
minals, a communication network, platforms, appli-
cations, and operation systems. The mobile commu-
nication network acts as an information transmission
carrier, transmitting data in several ways. In fact, a
fixed network can also be used as the data transmis-
sion channel.

Access gateway devices and application gateway
devices can be added to the framework in Figure 3 in
order to meet the demands of different networks, and
to enable more terminals to access or provide services
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Figure 3. Information aggregation services

to enterprise customers. The access gateway device
supports aggregation of terminals, and supports dif-
ferent networks, especially Network Address Trans-
lation (NAT) traversal. The application gateway
device provides enterprises with services or service
interfaces by means of a gateway similar to an SMS
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gateway device. Figure 4 shows a detailed function
platform and its functions.

The development of the Internet of Things should
bring about the delivery of more important and com-
plicated services. Such services often require termi-
nal-to-terminal and terminal-to-person communica-
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Figure 4. Information aggregation service platform and its functions

tion. Moreover, these communication capabilities im-
pose higher requirements on reliability and delay, and
require terminals to be smarter. Only in this way, can
collaborative processing be done. To date, scenarios,
demands, framework and communication protocols
of such services have not been studied in depth. But
in the long term, collaborative-aware services will be
a trend in the development of the Internet of Things.
Characterized by omnipresence, all-inclusiveness,
and omnipotence, ubiquitous services aim to deliver
smooth communication anytime, anywhere, for any-
body, and for everything. They are the acme of com-
munication services, pursued by human society. It is
unknown whether future ubiquitous services will use
the Internet as their carrier, but it would represent a
significant leap in the development of the Internet of
Things, and an important development stage of In-
ternet.

Integration of the information of real-world things
into the Internet would enable the sharing of things by
more users through the Internet. In manageable and
controllable telecom networks, things will be includ-
ed in the unified management system of the network
to support thing-to-person and thing-to-thing commu-
nication (as well as wide-range information sharing).

Hence, the convergence of telecom networks and
the Internet of Things is also an important trend.

So far, little research has been carried out into the
research of ubiquitous services from the perspective
of telecom networks. In September 2009, the Tele-
communication Standardization Sector of the Inter-
national Telecommunication Union (ITU-T) released
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the draft recommendation Y.2002 (Y.NGN-UbiNet)
[5], which outlines ubiquitous networks and their
visions. “5C+5Any” are key features of ubiquitous
networks. 5C stands for convergence, content, com-
putation, communication, and connection. SAny rep-
resents anytime, anywhere, any service, any network,
and any object. The ubiquitous network is generally
defined as a fully connected, reliable, and intelligent
network at the sublayer, and containing integrated
content technology, micro technology, and bio-tech-
nology. Its communication services are extended into
fields such as education, intelligent building, supply
chain, health care, everyday life disaster management,
safety service, and transport to provide people with
better services. The ultimate objective of ubiquitous
networks is to allow people to enjoy convenience in
information and communication, to better serve their
lives, and even to change their lives.

4. Identity-related Services and Key Technol-
ogy Application in Internet of Things

The above discussion shows that implementation
of services in the Internet of Things mainly involves
the key technologies of sensor, sensor network, sen-
sor network-related communication, communication
network, the Internet of Things platform, and in-
tegrated technologies. The sensor is used to collect
information in the Internet of Things; it is the basic
part that senses the real world, and offers services and
applications. However, due to the diversity of sensors
(there are temperature, pressure, speed, humidity,
height, video, image, and location sensors), informa-
tion interfaces provided by these sensors vary widely.
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This is the greatest challenge for mass production of
Internet of Things terminals.

Much research has already been conducted into
sensor networks, and a complete set of specifications
have been made for the physical layer, link layer, and
network layer. But sensor networks have not been
put into application on a large scale [6-8]. Typical
sensor network-related communication technologies
include Bluetooth, Infrared Data Association (IrDA),
Wireless Fidelity (Wi-Fi), ZigBee, RFID, Ultra-Wide
Band (UWB), Near Filed Communication (NFC), and
Wireless Hart. Sensor networks will evolve to next
generation IP networks (e.g. IPv6 networks), and sen-
sor terminals will tend to become smarter. The intel-
ligence of a sensor network is mainly reflected in its
IP technology, low power consumption, small size,
bidirectional transfer of information, and non-manual
maintenance.

Communication networks provide the data trans-
mission channel for the Internet of Things. Current
research into communication networks focuses on
how to enhance existing networks to meet the ser-
vice requirements of the Internet of Things (e.g. low
data rate, low mobility). The Internet of Things plat-
form works with terminals as well as exiting net-
works and systems to provide the capabilities to var-
ious applications. In terms of network architecture,
a unified service platform that is suitable for appli-
cations of multiple industries is required to support
cross-sector, unified information services. In par-
ticular, when the Internet of Things develops into
the collaborative-aware or even ubiquitous service
stages, more effective network framework, name
address, routing, and communication protocols have
to be worked out.

Conclusions

In this paper, the author researches on the identi-
ty-related services and key technology application in
Internet of Things (IoT). Internet of Things mainly
involves the key technologies of sensor, sensor net-
work, sensor network-related communication, com-
munication network, the Internet of Things platform,
and integrated technologies. The sensor is used to
collect information in the Internet of Things; it is the
basic part that senses the real world, and offers ser-
vices and applications.

The paper summed up the characteristics of the
Internet of Things (IOT) applications and current ap-
plication situation from the perspectives of IOT ap-
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plication. IOT protocols and research work of orga-
nization are analyzed from the technical level which
provides help for IOT architecture. This paper also
focuses on several key technologies for the IOT ap-
plications, which includes the IOT service framework
based on semantic, semantic annotation method for
web service discovery, the context model and reason-
ing model based on ontology, the composition service
of IOT and QoS, the design and implementation of
smart middleware.
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