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Abstract
In view of the features of information trust such as its subjectiveness and uncertainty in the enterprise compre-
hensive evaluation environment, the author presents a subjective trust evaluation model based on fuzzy theory. 
The model uses fuzzy theory to get the calculation formula of comprehensive trust evaluation between nodes, 
introduces time factor and constraint mechanism for bad faith node in trust calculation, calculates comprehensive 
trust value by using similarity degree reverse weight, and achieves cluster analysis of trust value using fuzzy 
equivalence relations. The simulation results analysis proves the effectiveness and feasibility of the model mention 
above,	and	the	simulation	comparison	verifies	that	the	model	can	objectively	reflect	the	situation	close	to	the	real.
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Introduction 
In recent years, with the rapid development of 

the Internet, reliable and secure network has become 
a topic of concern to most users. The openness and 
complexity of the Internet makes the relationship be-
tween	subjects	very	difficult	to	get	reliable	guarantee	
and causes directly the rampant of various fraud on 
the Internet. Actually, in the real life, interpersonal re-
lationship is built up through mutual trust. However, 
human being is a creature with strong thinking, so the 
trust	is	influenced	by	its	subjective	feelings	with	great	
uncertainty, i.e. Vagueness. The openness and com-
plexity of Internet brings about many security prob-
lems; therefore, a trust evaluation mechanism needs 
to be introduced to measure the node trust in order 
to establish a reliable trust relationship and eliminate 
network security risks. In these years, many special-
ists presented their trust evaluation models under dif-
ferent backgrounds. Early in 1996, Blaze and some 
other	 people	 presented	 “fuzzy	 theory”,	 defined	 the	
concept of “trust management”, and described trust 
measurement and problems of trust calculation and 
comprehensive calculation caused by the requirement 
that it be recommended by a third party.Trust evalua-
tion model to describe and measure trust relationship 
based on experience and probability and statistics 
presented by T. Beth made trust uncertainty equal to 
randomness.	However,	this	model	defines	direct	trust	
too strictly neglecting the vagueness of trust itself. 
Jøsang and some other people introduced the con-
cepts of fact space and notion space to describe and 
measure trust relationship based on subjective logic 
trust. Though they gave some guidelines, they all es-

tablished the model using probability model, which 
made trust subjectiveness equal to randomness and 
couldn’t	reflect	the	real	trust	relationship.

1. Summary of Subjective Trust Model
The key of the whole interactive communication 

lies in the mutual trust in enterprise comprehensive 
evaluation. Communications between enterprises are 
based on mutual trust. Trust is the subjective expec-
tations	of	the	body	specifically	for	a	particular	indi-
vidual’s certain behavior. Trust degree of a particular 
individual comes from direct interaction experience 
and recommendation experience by other individuals. 
In today’s open internet environment, like interper-
sonal relationship, trust relationship between nodes 
has the features as follows: data will be saved every 
time nodes in the network communicates with other 
nodes; trust between nodes is generally relative to its 
environment; each node in the network can choose 
communication objects randomly; trust is a conclu-
sion of past communication results and the results 
and	 their	 influences	may	change	as	 time	passes	by;	
in certain time and circumstances, nodes should push 
reliable recommend lessons for other nodes; when 
one node pushes malicious recommendation lessons, 
it should be restricted necessarily.

The subjective trust evaluation model presented in 
this paper is based on fuzzy theory (Figure 1). Trust 
relationship between nodes is established based on 
trust communication process under Agent collabora-
tion. Part 1 is communication between nodes, result-
ing in direct trust and recommended trust. The da-
tabase established will be dealt by modeling in Part 
2; Part 2 generates the value of comprehensive trust 
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evaluation by calculation during modeling; Part 3 
generates	the	final	trust	assessment	through	compre-
hensive evaluation value of trust.

2. Subjective Trust Evaluation Method
Trust between nodes can be divided into two 

kinds: direct trust and recommendation trust. 
Nodes ( 1,..., )iX i n= 	 in	 the	 field	 have	 been	 giv-
en quantitative description trust through fuzzy 
theory in the literature, that is to say, trust vector 

1 1 2( ) ( , ,..., ,) ( , ,..., )i i im im i i imx v v vν µ µ µ= = , and dy-
namic	 definition	 of	 trust	 type	 has	 been	 made.	 The	
following is to analyze the trust evaluation between 
nodes based on trust vector.

2.1. Evaluation of Direct Trust
Generally speaking, direct trust comes from direct 

communication records between nodes. With these 
history records, subjective judgment whether the 
other node is credible can be made. If node X[i] com-
municates with node X[j], X[i] can make evaluation 
about X[j]according to its own judgment. Continuous 
communication like this can generate a direct trust 
vector St

ij=(s1
ij,s2

ij,…,sn
ij) which is a repeated contact 

record. In this vector, 1 represents the latest time of 
communication record. However, with the change 
of time, the more ancient the history records are, the 
less contribution they make to evaluation, so the in-
fluence	of	the	size	of	n is great. If the size of n is too 
small, some important records for evaluation is lost; 
otherwise,	too	big,	the	influence	of	history	records	is	
overstated,	which	may	cause	inaccuracy	of	the	final	
evaluation. Combined with trust transfer mechanism, 
the	paper	first	presents	calculation	formula	for	direct	
trust evaluation.

1

1
* *

n
i

AB i AB AB
i

DT s
n

λ φ
=

= ∑   (1)

In this formula, ABDT  represents direct trust 
degree of A towards B; n represents the total num-
ber of contact records; iλ  is time factor, represent-
ing	 time	 factor	 from	 the	 first	 record	 to	 the	 nth	 one	
in direct trust vector St

ij=(s1
ij,s2

ij,…,sn
ij) . 1i iλ σ= − ,

(i=1, 2, …, n), (0,1)iλ ∈ , σ is forgetting factor, 
(0,1)σ ∈ ; i

ABs  represents the ith direct contact re-
cord of node A towards node B; ABφ represents con-
straint factor.

Then, calculation process of direct trust evaluation 
is as follows:

(1) If no direct communication record between 
nodes is available, recommendation trust evaluation 
or the initial setting value is decisive;

(2) Direct trust degree is calculated according 
to time factor through direct communication re-
cords;

(3) When each round of trust degree is updated, 
evaluation results will be stored in the database in 
which the direct communication records are checked. 
If the total number of records exceeds the total num-
ber of valid records, the oldest ones should be deleted. 

2.2. Evaluation of Recommendation Trust
Direct	 trust	 degree	 is	 not	 influenced	 by	 recom-

mendation trust from malicious nodes, because all 
the communication records are produced by node A 
itself. However, this kind of direct trust can hardly 
reach credibility close to fact without several rounds 
of updates. Therefore, aided with recommendation 
trust between nodes, data can be collected more 
quickly and the comprehensive evaluation of node A 
towards node B can be obtained more effectively.

Recommendation trust is a credibility evaluation 
of node A towards node B through evaluations pro-
vided by other nodes. This model adopts the method 
mentioned in the literature, calculates recommenda-
tion trust value based on the direct trust value be-
tween the node itself and neighbor nodes by collect-
ing recommendation trust stored in neighbor nodes. 
Evaluation formula for recommendation trust is:

1

1
* *

m

AB i iB iB
i

RT W IT
m

φ
=

= ∑  (2)

In this formula, ABRT  represents commendation 
trust degree of node A towards node B; m represents 
the number of neighbor nodes of node A; iW repre-
sents	trust	weight	coefficient	of	node	A	towards	node	

B, 

1

Ai
i m

Al
l

DT
W

DT
=

=

∑
 ; iBIT  represents comprehensive 

trust degree of node i towards node B; iBφ  represents 
constraint factor. 

2.3. Evaluation of Comprehensive Trust
Definition:	 similarity	 degree	 is	 the	 measure	 of	

closeness of two fuzzy sets. Let ( , )A Bδ  be the close-
ness	 of	 two	 fuzzy	 sets	A	 and	B,	 0≤ ( , )A Bδ ≤1,	 the	
bigger ( , )A Bδ  gets, the closer the two fuzzy sets are; 
the smaller ( , )A Bδ  gets, the more distance they get. 

A method for similarity degree reverse weight is 
presented here: choose some weights as alternative 
set and construct fuzzy equation for calculation solu-
tions, and then choose the biggest one most close to 
the real one among the solutions, the corresponding 
one is what is desired. This is a heuristic method to 
obtain weight. The details are as followed: DT and RT 
obtained from formula (1) and (2) form fuzzy matrix 
R, R=(DT, RT)T ; take last comprehensive trust de-
gree as the actual evaluation B, B=(IT, IT)T ; design 
3 possible programs: :W1=(0.5, 0.5), W2=(0.4, 0.6), 
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W3=(0.6, 0.4); by synthetic operation get calculation 
evaluation B1=W1  R, B2=W2  R, B3=W3  R; calcu-
late similarity degree between actual evaluation and 
calculation evaluation, 1( , )B Bδ , 2( , )B Bδ , 3( , )B Bδ ;
choose W with the largest similarity as the similar 
weight. 

Calculate comprehensive trust degree using the 
weight obtained above, the calculation formula is 

ABIT W R= •   (3)

Fuzzy clustering analysis is made according to the 
IT matrix. The fuzzy clustering here is a method based 
on	fuzzy	equivalence	relation.	The	specific	methods	
are as follows: establish data matrix according to IT 
transposed matrix; establish similar matrix R, use Eu-

clidean distance formula 2

1

1 ( )
m

ij ik jk
k

r x x
=

= − −∑  to 

define	the	trustee similarity of two nodes, thus, classi-
fication	of	trust	evaluation	is	transferred	into	dynamic	
clustering analysis of matrices; get transitive closure 
t(R)=R* via square method, which is fuzzy equiva-
lence matrix; clustering analysis can be made accord-
ing to λ 	at	different	confidence	levels	to	obtain	dif-
ferent	classification.

2.4. Malicious Node Constraint
Like defamation existing in human society, ap-

pearance of malicious nodes affects trust judgment 
among	nodes,	and	firm	trust	established	in	a	long	time	
is destroyed by one or two malicious contacts. There-
fore, it is necessary to introduce constraint mechanism 
when calculating trust value. Constraint mechanism 
aims at two kinds of nodes: one is neighbor nods of 
direct communication with direct malicious contact; 
the other is nodes exaggerating other malicious nodes 
or slandering honest nodes in the process of recom-
mending trust. Dealing with these two kinds of nodes 
promptly is required to get close to actual trust.

Definition	of	constraint	factor	of	the	first	kind	of	
nodes:

1

1

1, 0.5

0.2, 0.5

AR AR
AB

AR AR

DT s

DT s
φ

 − ≤= 
 − >


In this formula, ABφ  represents constraint factor 
of node A towards node B. If the absolute value of 
the difference between direct trust of node A towards 
node B and the latest communication record is 0.5 
or less, it shows that it is within the range of being 
trusted; if more, it shows the possibility of malicious 
communication of the neighbor node. The weight of 
this communication record should be reduced in di-
rect trust evaluation to eliminate adverse effects, con-

straint being made. If there is malicious communica-
tion in this node for a long time, the direct trust value 
of node A towards node B will drop rapidly providing 
feedback of node B in the next comprehensive trust 
evaluation of the whole network.

Definition	of	constraint	factor	of	the	second	kind	
of nodes:

1, 0.5

0.2, 0.5
AB iB

iB
AB iB

IT IT

IT IT
φ

 − ≤= 
− >

In this formula, iBφ  represents constraint factor 
of node A towards node i’s malicious recommenda-
tion evaluation of node B. If the difference between 
comprehensive evaluation of node A towards node 
B and that of node i towards node B is 0.5 or less 
, it shows that the recommendation trust value is in 
the range of being trusted, and this recommendation 
can be adopted. If more, it indicated the possibility of 
malicious recommendation, the weight of this recom-
mendation in the recommendation trust evaluation is 
reduced. Constraint should be made to lower the ad-
verse effects of node A towards node B in the process 
of recommendation trust evaluation.

3. Simulation Experiments and Results Analysis
In order to investigate the feasibility and effec-

tiveness of subjective trust evaluation model set forth 
above for enterprise comprehensive evaluation, a 
simulation	 environment	 is	 configured	 to	 do	 simula-
tion study and analysis. The simulation environment 
is PC Inter i7 2.3GHZ/2GB, Windows XP, with the 
code written in C.

3.1. Experiments
The node size achieved in simulation experiments 

is 8; the initial value of the record number of direct 
contact that can be stored is 3 for convenience; some 
other previously given initial values are: neighbor 
relations between nodes and direct communication 
record (table 1) of nodes at neighbor relations. This 
experiment simulated node in the network for four 
interactive rounds.

The neighbor relations matrix is:

 0,0,1,1,0,1,0,0
 0,0,0,0,1,0,1,1
 1,0,0,0,1,0,0,0

N = 1,0,0,0,1,0,0,1
 0,1,1,1,0,0,0,0
 1,0,0,0,0,0,1,0
 0,1,0,1,0,0,0,0 
 0,0,0,0,0,1,0,0

Another simulation parameter is:
σ	=	0.05
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Table 1 is the history record of direct contact be-

tween nodes, 0->2=(0.65, 0.6, 0.8) represents that the 
3 direct contact history records of node 0 towards 
node 2 are (0.65, 0.6, 0.8).

Table 1. Initial Status (Direct Contact Records) 

node history records of direct contact of different nodes

0
(0→2,	[0.65,0.6,0.8])	
(0→3,	[0.78,0.8,0.65])
(0→5,	[0.65,0.5,0.85])

1
(1→4,	[0.87,0.8,0.6])
(1→6,	[0.88,0.8,0.45])
(1→7,	[0.65,0.5,0.85])

2 (2→0,	[0.67,0.8,0.91])
(2→4,	[0.78,0.6,0.6])

3
(3→0,	[0.89,0.9,0.75])
(3→4,	[0.68,0.78,0.75])
(3→7,	[0.89,0.65,0.5])

4
(4→1,	[075,0.78,0.69])
(4→2,	[0.88,0.85,0.75])
(4→3,	[0.76,0.65,0.5])

5 (5→0,	[0.82,0.6,0.62])
(5→6,	[0.89,0.8,0.75])

6 (6→1,	[0.91,0.85,0.65])
(6→5,	[0.78,0.8,0.5])

7 (7→1,	[0.9,0.78,0.66])
(7→3,	[0.78,0.85,0.75])

Based on the model presented in this paper, cred-
ibility of different nodes toward target nodes is cal-
culated and the assessment value is stored in the 
database. After updates of four rounds, credibility 
between nodes is established as is shown in table 2. 
After several cycles of calculating trust value, cer-
tain comprehensive credibility evaluation between 
nodes through recommendation trust relations is es-
tablished, and the trust relation between nodes reach 
a stable status with the convergence rate decreasing 
gradually. 

At this time, if node 2 intends to contact node 1, 
the basis on which node 1 evaluates node 1 is com-
prehensive evaluation towards node 1 collected from 
neighbor nodes (2, 3, 5).

Establish similar matrix R based on the compre-
hensive trust evaluation IT in the fourth round, fuzzy 
similar matrix can be obtained as shown in Table 3 
after clustering.

Let λ =0.95, comprehensive trust evaluation is 
divided into 2 kinds: {1, 3}, {0, 2, 4, 5, 6, 7}.

The	 first	 comprehensive	 trust	 evaluation	 group:	
node 1, 3;

Table 2. Trust Evaluation (Initial Direct Trust Evaluation, 
4th Round Comprehensive Trust Evaluation)

0 1 2 3
0 0.00 0.00 0.70 0.74
1 0.00 0.00 0.00 0.00
2 0.78 0.00 0.00 0.00
3 0.82 0.00 0.00 0.00
4 0.00 0.74 0.80 0.67
5 0.70 0.00 0.00 0.00
6 0.00 0.78 0.00 0.00
7 0.00 0.77 0.00 0.78

0 1 2 3
0 0.00 0.28 0.49 0.53
1 0.28 0.00 0.32 0.32
2 0.53 0.42 0.00 0.55
3 0.54 0.28 0.30 0.00
4 0.29 0.50 0.51 0.47
5 0.55 0.48 0.50 0.61
6 0.44 0.59 0.47 0.47
7 0.45 0.53 0.30 0.53

4 5 6 7
0 0.00 0.69 0.00 0.00
1 0.75 0.00 0.72 0.69
2 0.68 0.00 0.00 0.00
3 0.74 0.00 0.00 0.69
4 0.00 0.00 0.00 0.00
5 0.00 0.00 0.79 0.00
6 0.00 0.71 0.00 0.00
7 0.00 0.00 0.00 0.00

4 5 6 7
0 0.32 0.47 0.28 0.31
1 0.54 0.27 0.49 0.48
2 0.48 0.43 0.30 0.30
3 0.50 0.27 0.25 0.45
4 0.00 0.25 0.27 0.29
5 0.50 0.00 0.54 0.49
6 0.60 0.49 0.00 0.59
7 0.56 0.30 0.42 0.00

The second comprehensive trust evaluation group: 
node 0, 2, 4, 5, 6, 7. 

Let λ =0.94, comprehensive trust evaluation is 
divided into 5 kinds: {0, 1}, {3, 7}, {4}, {2}, {5, 6}.

The	 first	 comprehensive	 trust	 evaluation	 group:	
node 0, 1;

The second comprehensive trust evaluation group: 
node 3, 7;

The third comprehensive trust evaluation group: 
node 4;

The fourth comprehensive trust evaluation group: 
node 2;

The	 fifth	 comprehensive	 trust	 evaluation	 group:	
node 5, 6.

Therefore, nodes 0, node 1 and node 3 are similar-
ly evaluated in comprehensive trust evaluation, and 
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the	evaluation	results	of	the	other	five	nodes	are	simi-
lar, which is close to actual situation. Fuzzy cluster-
ing	analysis	 reflects	 the	 approximate	distribution	of	
eight nodes in comprehensive trust evaluation, which 
helps one node understand credibility of other nodes 
and make decisions.

3.2. Malicious Recommendation Experiments 
and Results Analysis

To test whether this model can shield effectively 
malicious recommendation messages, we suppose 
that node 3 is a malicious node, providing malicious 
recommendation 34DT . Suppose the value is 0.2, af-
ter	one	round’s	update	as	shown	in	Table	4,	we	find	
that 03DT  dropped immediately from 0.74 to 0.26 
and all direct trust evaluation towards node 3 reduced 
greatly. However, there are some drawbacks, i.e. like 
in human society, when you don’t trust one person, 
you are not likely to contact his or her friends. The 
entire network is interconnected and mistrust caused 
by such malicious recommendation can spread to the 
entire network. The positive side is that this model 
can constrain malicious nodes quickly and to a certain 
degree avoid mistrust towards other nodes caused by 
malicious recommendation.

Figure 2 shows the change in comprehensive cred-
ibility of 03IT  in a period of time. As is shown in 
Table 2, as the value of constraint factor is 0.2, 0.6 
and none, credibility vary with changes in constraint 
factor. The smaller the value of constraint factor is, 
the more obvious the constraints are to minimize the 
adverse effects of malicious evaluation caused by 
malicious nodes. The 3 comprehensive trust value 
would	converge	to	a	fixed	value.

Table 4. the 5th Round Direct Trust Evaluation with Mali-
cious Nodes

0 1 2 3
0 0.00 0.00 0.30 0.26
1 0.00 0.00 0.00 0.00
2 0.27 0.00 0.00 0.00
3 0.29 0.00 0.00 0.00
4 0.00 0.26 0.28 0.29
5 0.30 0.00 0.00 0.00
6 0.00 0.27 0.00 0.00
7 0.00 0.27 0.00 0.27

4 5 6 7
0 0.00 0.29 0.00 0.00
1 0.26 0.00 0.25 0.29
2 0.29 0.00 0.00 0.00
3 0.26 0.00 0.00 0.29
4 0.00 0.00 0.00 0.00
5 0.00 0.00 0.28 0.00
6 0.00 0.25 0.00 0.00
7 0.00 0.00 0.00 0.00

Table 3. Fuzzy Equivalence Matrix

0 1 2 3
0 1.00 0.94 0.94 0.94
1 0.94 1.00 0.94 0.95
2 0.94 0.94 1.00 0.94
3 0.94 0.95 0.94 1.00
4 0.94 0.94 0.93 0.93
5 0.93 0.93 0.93 0.93
6 0.93 0.93 0.93 0.93
7 0.94 0.94 0.94 0.93

4 5 6 7
0 0.94 0.93 0.93 0.94
1 0.94 0.93 0.93 0.94
2 0.93 0.93 0.93 0.94
3 0.93 0.93 0.93 0.93
4 1.00 0.93 0.93 0.94
5 0.93 1.00 0.93 0.93
6 0.93 0.93 1.00 0.93
7 0.94 0.93 0.93 1.00

Figure 2. Change of Credibility with Change in Time of 
Communication

3.3. Analysis of Trust Computing Accuracy 
The purpose of this experiment is to test the evalu-

ation accuracy of the subjective trust evaluation mod-
el presented above in evaluation between nodes when 
fuzzy theory is introduced, compared with the evalu-
ation model mentioned in literature 9. Table 5 is the 
comparison of trust evaluation data after algorithm 
processing. Weighted Hamming distance analysis is 
adopted to decide which one of the two models men-
tioned in literature 9 and the proposed one in this pa-
per is closer to the ideal evaluation.

Let Universe U={u1(trust evaluation of node 0 to-
wards node 2), u2(trust evaluation of node 0 towards 
node 3), u3(trust evaluation of node 0 towards node 
1)}, A be model in literature 9 after algorithm pro-
cessing, B be model presented in this paper, C be the 
fuzzy set of these models.
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A=0.53/u1+0.60/u2+0.65/u3

B=0.49/u1+0.53/u2+0.28/u3

C=0.41/u1+0.50/u2+0.44/u3

Weighted W=(0.2, 0.3, 0.5)
Weighted Hamming distance
d(A,C)=0.2*0.12+0.3*0.1+0.5*0.21=0.159
d(B,C)=0.2*0.08+0.3*0.03+0.5*0.16=0.105
It shows that d(A,C)> d(B,C), indicating that 

model presented in this paper is much closer to ideal 
evaluation compared with that mentioned in literature 
9. Therefore, subjective trust evaluation model pre-
sented in this paper with fuzzy theory introduced is 
more suitable to evaluate nodes in network environ-
ment than that mentioned in literature 9.

Table 5. Comparison of trust evaluation models

Nodes 
model 

 mentioned in 
literature 9 

 model 
presented in 
this paper 

ideal 
evaluation

0->2 0.53  0.49 0.41
0->3 0.60 0.53 0.50
0->1 0.65 0.28 0.44

Conclusions
This paper presents a comprehensive trust evalua-

tion model based on fuzzy theory, puts forward direct 
trust evaluation, recommendation trust evaluation 
and	comprehensive	trust	evaluation,	refines	credibili-
ty obtained through different methods, tests the feasi-
bility and effectiveness of this subjective trust evalu-
ation model on enterprise comprehensive evaluation 
via simulation experiments, improves the accuracy 
and rapidity of trust evaluation model on assessing 
credibility and makes this model adapt to open net-
work environment better.
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1. Introduction 
NCSs(Networked Control Systems) are some 

feedback control systems where the feedback loops 
are closed by some communication networks. NCSs 
have many advantages such as less wiring, easy in-

stallation and maintenance, etc. In recent years, there 
are many research about NCSs. There are also many 
special issues for NCSs published by some Interna-
tional	Journals[1-6].	In	the	practical	network	control	
system, stability and controller design will be impact-
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Abstract
Based on Lyapunov stability theory and linear matrix inequalities (LMIs) method, parameter-dependent and pa-
rameter-independent states feedback controller, the states feedback controller and dynamic output feedback con-
troller	are	designed,	respectively.	The	necessary	and	sufficient	condition	of	existence	the	above	controllers	are	
given by LMIs. Considering the disturbance and noise, the mixed robust 2 /H H∞  performance of the discrete-
time polytopic uncertain system is proposed, which is used to improve the system transient performance and to en-
sure the robustness of the system simultaneously. Finally, the robust states feedback and dynamic output feedback 
controllers are designed and an example is given to show its effectiveness.
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