Automatization

An Anonymous SignCryption Scheme Based on Multilinear Maps
for Multi-Receiver

Zhengjun Jing*, Zhimin Yu, Haijuan Zang, Mingxia Chen

Department of Computer, Jiangsu University of Technology,
Changzhou, Jiangsu, 213001, China

Abstract

Anonymous signcryption is an important cryptographic primitive, which is useful in protecting the privacy of a set
of users who are connected through an ad-hoc network. In this paper, we construct a novel multi-receiver anony-
mous signeryption (MRASC) scheme based on Garg-Gentry-Halevi (GGH) framework which is a candidate of
multi-linear maps from ideal lattice. In the MRASC scheme, a user instead of the group is able to signerypt a mes-
sage, and sends the signcryption to multiple receivers. Under the GGH graded decisional Diffie-Hellman (GDDH)
assumption, the proposed ring signcryption scheme guarantees the anonymity, unforgeability and message confi-
dentiality in the random oracle model. Compared with the existing MRASC schemes based on multilinear maps,
our new scheme enjoys shorter public key length and higher efficiency.
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1. Introduction

In 1997, Zheng introduced the term of signcryp-
tion which supports authentication and confidenti-
ality simultaneously [1]. Due to the combination of
functionality of signature and encryption in a single
logical step, signcryption has a cost lower than sign-
ing and encrypting a message independently. After
Bohen and Franklin proposed identity-based public
key encryption from bilinear maps [2], more identity-
based signcryption scheme have been proposed [3-4].

Anonymous signcryption or ring signcryption [5]
is a cryptographic primitive in which the anonymous
property of ring signature is required in addition to
the authentication and confidentiality guaranteed
by signcryption. Specifically, in a ring signcryption
scheme, any user can choose a set of users who make
up a ring that includes the user himself and signcrypt
any message by using his private key and other us-
ers’ public keys. Throughout the process, it is worth

Metallurgical and Mining Industry

noting that there is no group manager, no setup pro-
cedure, no revocation procedure, no need to get any
approval or assistance from other users in the ring.
Because of these advantages, ring signcryption is
useful to protect the sender’s privacy during trans-
ferring trustworthy messages in ad-hoc network [6]
and plays an important role in building e-commence
where involves many partners, such as in cloud com-
puting [7].

In order to demonstrate how to use ring signcryp-
tion, we consider the following scenario which was
described by Sharmila et al. [8]. Suppose that in a
cabinet there are multiple members. Now, a member
of them wants to leak a very important and justice
message regarding the President of the nation to the
press. For the sake of his own interest, he intends to
leak the secret in an anonymous way. However, for
the press, the information will not be accepted un-
less it can be authenticated by one of the members of

No. 9 — 2015




Automatization

the cabinet. Additionally, the information is so sen-
sitive that it should not be leaked until the authori-
ties in the press receives it. To solve the problems
described in the above scene, constructing a ring
signcryption scheme is an appropriate idea accord-
ing to the definition of ring signcryption proposed
by Huang et al. [5], because its anonymity can keep
privacy of the cabinet member who sends the mes-
sage while its authentication convinces the authorities
in the press of the validity of the information. At the
same time, the confidentiality of the ring signcryption
keeps the information secure till the right authorities
in the press receive them. However, the signcryption
in [5,8-9] just consider that there is only one receiver.
If the cabinet member wants to transfer the sensitive
message to different press authorities simultaneously
in order to avoid the problems described by Lal and
Kushwanh [10], the multi-receiver ring signcryption
should be adopted.

1.1. Related works

The notion of ring signature was first formally in-
troduced by Rivest, Shamir and Tauman [11]. In a
ring signature, any member in the ring can sign on
behalf of the whole ring. As a result, the verifier is
convinced that this signature is from a ring in which
the signer is a member, but it is hard to know which
member in the ring actually generated the signature.
On the definition of security for ring signature, Bend-
ery et al. [12] gave a widely accepted definition of
both anonymity and unforgeability. Due to the unique
anonymity and flexibility (such as, no managers, no
setup procedure of the ring and no revocation proce-
dure), the ring signature can be applied for a variety
of purposes which have been suggested in previous
works, for example, anonymous leakage of secrets
[11] and anonymous authentication in Ad-hoc net-
works and wireless sensor networks [13-14].

With the motivation of ring signature, Huang et
al. [5] proposed a first anonymous signcryption or
ring signcryption scheme, in which a user can anony-
mously signerypted a message on behalf of a group
of users including himself. Subsequently, more effi-
cient ID-based ring signcryption are reported, see for
instance [15-17]. However, most of them have been
proved to be insecure and then improved in [8,18].

When a message needs to be confidentially trans-
mitted to multiple recipients, traditional encryption
scheme is no longer valid. For the multi-receiver situ-
ation, Bellare et al. [19] and Baudron ef al. [20] in-
dependently proposed the concept of multi-recipient
public key encryption. In a multi-recipient public key
encryption system, the sender can encrypt the same
message for multiple receivers in a single ciphertext.
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Such properties of multi-recipient public key encryp-
tion can be applied for a variety of purposes, such as
broadcasting encryption and multicast security pro-
tocols in wireless sensor network. After that, Duan
and Cao [21] introduced the multi-receivers public
encryption conception into signcryption and con-
structed the first ID-based multi-receiver signcryp-
tion. Recently, more improved schemes are proposed
by Pang et al. [22], in which the receivers’ identity
anonymity is required and the fairness of decryption
is considered.

A multi-receiver anonymous  signcryption
(MRASC) combines the properties of ring signature
and multi-receiver signcryption. Thus, it enables the
sender to anonymously signcrypt any message to
multiple receivers in a single ciphertext. Layl et al.
[10] proposed the first MRASC scheme to solve the
problems when the cabinet intends to send the sensi-
tive message to different press authorities simultane-
ously in the above scenario. However, Wang et al.
[23] showed that their scheme was insecure in resist-
ing adaptive chosen ciphertext attack and made some
improvements. Subsequently, Zhang and Xu [24]
constructed in the standard model the first ID-based
MRASC scheme which guaranteed the semantic se-
curity, unforgeability and signcrypter’s identity am-
biguity.

Here we want to point out that the security of the
existing ring signeryption schemes, either for a single
receiver or multiple receivers, depends on the hard
assumption based on bilinear pairs, such as compu-
tational Diffie-Hellman assumption and decisional
bilinear Diffie-Hellman problem. However, with
the advent of quantum computer era, all the above
schemes will no longer be secure, because the quan-
tum algorithm designed can efficiently solve the clas-
sical problems in number theory (e.g. large integer
factorization, discrete logarithm problem). Therefore,
it is meaningful to choose a new hard assumption to
design a secure alternative to the multi-receivers ring
signcryption in the post-quantum era.

1.2. Our contribution

In this paper, we provide the first alternative to
the multi-receiver anonymous signcryption based on
the bilinear-pairs hard assumption. The new MRASC
scheme is based on GGH’s graded encoding system
which is a candidate multi-linear map from ideal lat-
tice, while its security can be reduced to the Grade
Decisional Diffie-Hellman (GDDH) assumption of
GGH framework. Although GDDH hard assump-
tion cannot be directly reduced to the general lattice
problem, such as SVP (shortest vector problem) or
LWE (learning with error), there is still no effective
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algorithm in polynomial time to solve this problem,
including quantum algorithms. Under GDDH as-
sumption, we give the formal security proof of the
proposed scheme in terms of confidentiality, unforge-
ability and anonymity in the random model.

2. Preliminaries

2.1. Notations

For a positive integer k, [k] denotes {l,---k}. In
this paper, we use Pr to denote the probability of an
event, then the probability of two events occur simul-
taneously and conditional probability is denoted by
Pr(a A b) and Pr(a | b), respectively. For a set S,
let|S| denote the number of members in.S .

2.2. Multilinear maps and graded encodings
system

We now first recall the formal definition of generic
k -leveled multilinear groups [25]. Assume that there
is a group generator & (1*,k) which takes as input a
security parameter A and a positive integer k£ to in-
dicate the number of allowed pairing operations. The
group generator & (>, k) outputs a sequence of group
G= (Gy,---,Gy) each of large prime order p > 2>
Let g; be a canonical generator ofG;, and g = gj.
We assume that there exists a set of bilinear maps
le;j G xG; —)G,+j|l]>ll+]<k} which sat-
1sﬁes the relatlon e (&' 8 j) g j-

In the past decade, how to achieve cryptographi-
cally useful multi-linear maps is an important open
problem. Recently, Garg, Gentry and Halevi (GGH)
[25] have proposed a candidate in EUROCRYPT’
2013. Abstractly, in GGH graded encoding system,
the exponentiation gf* in multi-linear group fam-
ily is viewed as an encoding of an element o on
thei -level. At the same time, the GGH replaces the
groups defined in BS with an encoding set associ-
ated with ideal lattice. Specifically, for a ring R, the
GGH graded encoding system includes a system of
sets S = {S? < {0,1}" :i e[0,n],a e R}, where S®
consists of thei-level encodings of aand the sets
S; = UaSi(a) . The k-GGH framework includes

several algorithms, which are instance generation,
sampling, encodings at higher levels, re-randomiza-
tion, zero-testing and extraction. the details about
GGH framework can be referred to [25].

2.3. GDDH hard assumption

Now, we describe the hard assumption in GGH
framework: Graded Decisional Diffie-Hellman prob-
lem (GDDH), which is the basis of the security of our
scheme in this paper.

Definition 1. (GDDH). On parameters A,n,q,k ,
a challenger runs InstGen(1*, 1) to get the public
parameters (params,p,)of the GGH graded en-
coding system, and it callssamp()several times to
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pick the randome,- -, . Then, given params ,p,,
re-enc(l,eq),---,re-enc(l,e;)and a random level-
k encodingu « re-enc(k,samp()), the goal of the
k -GDDH is to distinguish between the level- k£ en-
coding re-enc(k, H e;) and the random encod-
ingu.

2.4. The model of MRASC

Here, we describe the mode of anonymous sign-
cryption scheme for multi-receivers, which includes
the general definition and its security model. Note
that in the mode the public key of a user (either the
senders or receivers) represents himself.

An anonymous signcryption scheme for multi-re-
ceivers consists of three polynomial-time algorithms:
Setup , SignCrypt and Unsigncrypt .

Setup(h, N, L). The algorithm takes as input the
security parameter A, the number of senders N and
the number of receivers L, and outputs the public-pri-
vate key pairs (spk;,ssk;), i € [N] for the senders and
(rpkj,rsk;), j € [L]for the receivers. Since the users
in this system must share some public parameters de-
rived from A, we can divide the Setup algorithm into
two sub-algorithms: Setup-params(1*) which gener-
ates a set of public parameters PP which are used in
all algorithms; Setup-Keys(PP) which generates key
pairs based on the public parameters.

SignCrypt(M ,ssk; ,W,0). Given a message
Me{0,1}/, a set of senders’ public keys
W ={spky,---,spky} and a set of receivers’ public
keys Q = {rpky,---,rpk;}, a user in the set W can run
¢ < SignCrypt(M, ssk;,W,0Q) and send the cipher-
text ¢ to L receivers anonymously, where ssk; is the
corresponding private key.

UnSignCrypt(c,rsk;,W,0). When receiving a
ciphertextc , any member in the set Q can run the
algorithm UnSign Crypt(c,rsk;,W,Q) to obtain the
corresponding plaintext message M , where rsk;is
his private key. If unsigncryption is unsuccessful, it
outputs the symbol L .

For correctness, it 1is required that for
(PP, {spk;, ssk;}, {rok;, rsk;}) < Setup(?» N, L),
ie[N], jell] any message M {0, 1} and a sign-
cryption ¢ « SignCrypt(M, ssk;,W,Q), any receiver
in the set O obtains the message M by running
UnSignCrypt(c,rsk;,W,0Q) with his private key rsk; .

For a secure ring (or anonymous) signcryption
scheme ® with N ring members and L receivers, it
must guarantee the signerypter identity’s anonymity,
message confidentiality and unforgeability.

Definition 2. (Anonymity) An MRASC scheme
® is unconditionally anonymous if for any group
of N members with the corresponding public keys
W ={spky,---,spky}, the probability of any adver-

€[0,k]
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sary to identify the actual signcrypter is not more
than random guess’s. In other words, the adversary
outputs the actual signcrypter with probability 1/ N
if he is not a member of W, and with probability
1/(N-1) if he is the member of W .

Definition 3. (Message Confidentiality) A
MRASC scheme @ is secure under IND-CPA (In-
distinguishability under Chosen Plaintext Attack)
model if all PPT adversaries have at most a neg-
ligible advantage in A in the following security
game between a challenger 8 and an adversary 4,
where the advantage of an adversary is defined as
Adviy 0 —|Prip’=b]-4).

Setup. The  challenger 3 calls Setup(,, N, L)
and generates the  public-private  pairs
{(spky, ssky),---(spky , ssky )} for the senders and the
public-private pairs {(rpky,rsk;),---(rpky,rsk;)} for
recipients.

Let PP ={W ={spky, -, spky},0 = {roky,---,rok }}
be the public parameter. @ keeps the users’ private
keys secure and sends the public parameter to adver-
sary.

Signcryption Queries. The adversary 4 randomly
chooses a message M e {0, l}l and sends to 3. When
getting the signcrypt query, the challenger 3 ran-
domly chooses a user whose public key spk; € W and
computes a ciphertext ¢ « SignCrypt(M, ssk;,W ,Q)
where ssk; is the chosen user’s private key. @ returns
the ciphertext cto 4.

Challenge. After finite queries, the adversary
wants to challenge. 4 chooses two messages M, M
with the same length and sends them to challenger 3.
After receiving them, @ first flips a coin to choose
a bith €{0,1}, then calls SignCrypt(M,,ssk; W ,Q)
to generate a ciphertext ¢ where ssk; is the private
key of a sender chosen randomly from W . Finally, 3
sends ¢ to the adversary.

Guess. The adversary outputs a guess b" and wins
ifb =b.

Definition 4. (Existential Unforgeability) A
MRASC scheme is existentially unforgeable with re-
spect to selective chosen-message attack and fixed-
ring attack if no polynomially bounded adversary
wins the following game with a non-negligible ad-
vantage.

Init. The forger ¥ gives the challenger the forg-
ery message M " . The message M * cannot be queried
during the signcryption query phase.

Setup. The  challenger 3 calls Setup(,, N, L)
and  generates the  public-private  pairs
{(spky,ssky),---(spkp ,ssky )} for the senders and the
public-private pairs {(rpky,rsk;),---(rpky,rsk;)} for
recipients.
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Let PP = {W = {spky, -, 5pkn },Q = {rpky, -, ok }}
be the public parameter. 3 keeps the users’ private
keys secure and sends the public parameter to adver-
sary.

Signcryption Queries. The forger # performs a
polynomially bounded signcryption queries of same
type as in message confidentiality game.

Forgery. The forger ¥ outputs a ring signcryption
¢’ for the receivers Q = {rpk;,---,rpk;} . We say the
forger #wins the game if: (1) if the ¢ is a valid ci-
phertext under the group senders W = {spky,---, spk,,}
such that the result of UnSignCrypt(c,rsk;,W,Q) is
M", where the rsk; is a private key of any receiver in
QO,and(2) M * is not queried during the Signcryption
oracle.

3. Our MRASC scheme based on GGH system

According to the definition of MRASC in section
2, the proposed scheme based on GGH consists of the
following three polynomial time algorithms.

Setup. Given the security parameter 2 , the number
of senders N and the number of recipients L, the algo-
rithm initializes the system from three parts.

(a) Call InstGen(A,k = N + L) to obtain a GGH
instance  parameters params = {n,q,y,{X;};, s}, Pz ,
i elk]

(b) Choose a hash function H : {0, B = {0, l}l
and another hash function # which has an availability
that maps messages M e {0, 1} to the random level-0
encodings of GGH’s system. These two hash func-
tions can be viewed as a random oracle, respectively.
In practice, for the hash function /, given a message
M whose length is/, it firstly chooses random en-
codingsh; , « samp(), where j [2/]andv €{0,1}.
Then, it generates the corresponding level-0 encoding
a= Z b, where M[i]are the bits of M .

iell]

(c) Pick a random element o; which is the result
of a fresh call tosamp() and generates the level-one
encodingA; =re-enc(a;), 1<i<k. Without loss
of generality, in this paper U;[yjdenotes the sender
and Uy 1,4 the recipients. So, the public-private
key set of the senders is {(aj,A;),---,(ay,Apn)}
while the public-private key set of the recipients is
{@n AN, @y AN )

Finally, this algorithm outputs the public pa-
rameters PP ={params,p,,h,H,PK},  where
PK ={A;,---A,}.

Signcrypt. Given the public parameter PP and a
message M e {0, 1y, the senderU i[N] Signerypts the
message M as follows.

(a) Select randomly an elementr = samp() and
generate the level-1 encoding A, = re-enc(l,r).
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(b)) Compute sy =h(M)-ssk; - A, where ssk;
is the private key of U; whose public key is in the
set W . Then, generates = Hj#spkj,j e[N],
sy =re-enc (2,sg) .

(c) Computec; = re-enc(N+Ls; -s,).

(d) Compute s, =re-enc(N,sy-s;) and
S4 = re—enc(L,HjE[L] k), then generate

cr=H (ext(p,,S3 -84))) ® M where the notation®
denotes bitwise XOR operate.

(e) Lete3=A, and
¢ =(c;,¢),¢3) .

Unsigncrypt. After receiving a ciphertexte, any
legitimate recipient U ;7 can decrypt the ciphertext
as followings.

(a) Parse the ciphertext ¢ to the form(e,¢5,¢€3),
and compute the level-(L-1) encoding
c'=rsk; -Hirpki , where N+l <i<N+L,i%j
and rsk; is the private key of a receiver

(b) Compute ¢"=¢ ¢
M = H(ext(k,c")) ®c,.

(¢) Computec” = (M) - ¢; - H o

If the result of the algorithm
isZero(p,,(c"-¢;) - yL'l) is 1, it outputs the plaintext
M , and the recipient U ; accept the message M . Oth-
erwise, the recipient does not think that the ciphertext
¢ is sent by an honest sender, and outputs L .

4. Analysis of the scheme

In this section, we analyze the proposed multi-
receivers anonymous signcryption scheme based on
GGH framework in terms of correctness, security and
performance.

4.1. Correctness

According to the GGH’s framework and the
procedure of signcryption, we know that s;-s,
is a level-k encoding ofh(M)-r- H (k] a;,

and that c¢; = (M) A, H «[N] spk; 1is a level-
(N +1)encoding of i(M)-r- Hie[N] i
c'=rsk; -Hirpk,- is a level-(L-1) encoding of
, N+1<j<N+L,
J
codlng of (M) -r- H k] a; . Thus,
H(ext(k,c")) ® ¢, = H(ext(k,¢; -¢')) ®c,
= H(ext(k,c; -¢')) @ H(ext(k,s1-57)) @M
= H(ext(k,re-enc( k,h(M)-r- Hie[k]a,-))) ®

output a ciphertext

Ujerry-
and obtain

Since

¢, -c'is a level-k en-

H(ext(k,re-enc( h(M)-r- Hie[k] a;))®M
=M

The establishment of the last equation is due
to the properties of the Extraction algorithm in
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GGH’s system. Furthermore, when obtaining the
message M , the encodingc” can be computed im-
mediately, which is also a level- (N +1)encoding
ofh(M).r.Hie[ . So the receiver U, can

finish authentication by using the “zero-testing” algo-
rithm isZero(p,,,(c"-¢;) - yL'l) .

4.2. Security analysis

According to the security model described in sec-
tion 3, we prove the security of the proposed MRASC
scheme based on GGH in random oracle model,
which could be reduced to the GDDH problem.

Theorem 1. The proposed MRASC scheme based
on GGH graded encoding system satisfies the uncon-
ditional anonymous.

Proof. To prove our scheme satisfies the anony-
mous, we show that the distribution of signcryption
produced by anyone in the group W = {spky,---, spky }
is indistinguishable. Without loss of generality, we
choose two sendersU,,b € {0,1}, whose public-pri-
vate keys are {spkj,ssk;} and {spk,,ssky} respec-
tively.

For a message M , the sender Uj, randomly picks
a level-0 encoding r =samp() and computes the
corresponding ciphertext ¢ = (cI,c;,cz) by call-
ing thealgorithm signcrypt(m, sskp, W ,0), where
be{0,1}, W ={spky,---,spky}, O ={rpky,---rpkp},
According to the procedure of signcryption, each
valid signcryption ¢ can be parsed to three random
encodings. Therefore, we need to analyze the distri-
bution of the signcryption. According to the proce-
dure of signcryption, we know that, regardless of ¢
sent by the user Uy or the user U, the distribution of a
valid signcryption on message m about the groups W
and Qs the same, such that cT is a level-( N+1) en-
coding of /(M) -r - Hie[N]
ing of W(M)-r- Hie[k]ai ,
ing of r. That is, for the same message, in our scheme
the distribution of the signcryption from the different
members in the group W is indistinguishable.

Theorem 2. If the GDDH assumption holds then
proposed MRASC scheme based on GGH graded en-
coding system is IND-CPA secure.

Proof. Assume that there exists a PPT adversary 4
that breaks the proposed MRASC scheme in the IND-
CPA secure game with an advantage & for the number
of senders N , the number of recipients L and secu-
rity parameter A, then we can construct an algorithm
3 to solve the level-k GDDH problem for security
parameter A with probability §/2, wherek = N+L.
The algorithm @ takes as input a GDDH instance
Ay =re-enc(l,a), T},

*
a; ,c,isalevel- k encod-

and c; is a level-1 encod-

= {params,p 4, A, = re-enc(l,ag), -,
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where a;=samp(),0<i<k, andTis a level-k en-

coding of the product
ing of a random element.

k
LetT, = re_enc(k,I I _ oai) and Ty = re-enc(k,samp(-)),
j=

a; oralevel-k encod-

then the goal of algorithm @is to determine whether
the value of T is Ty or T . The algorithm 3 plays the
role of challenger in the game.

Setup. The challenger prepares a simulated attack
environment for 4 as follows:

(1) Let the public key of each sender be
{spk; = Aq,---,spky = Ay}, and let the public key
of each receiver be {rpk; = Ay 41, 10k; = An+1}

(2) Pick random encodingsb; , « samp(), where
jel2l]landv € {0,1}.

(3) Choose a hash function H : {0,1}7‘ — {0, l}l .

(4) Maintain a list 7 which is initialized to be emp-
ty and store the sequences of massage-hash value.

(5) Publish the public parameter

PP = {ParamsspztsHaW = {Spk]""’spkN}sQ = {rpk]a"'arpkN}}'

Random-Oracle Hash Queries. A may query
the random oracle / adaptively. (We assume that the
queries are unique, otherwise the challenger simply
returns the same output on the same input.) When
the adversary makes hash query for any message
M €{0,1}, the challenger ® generates the corre-
sponding level-0 encoding A(M) = z b, where

iell]

Mli]are the bits of M . Then, it saves (M;,h(M;))
in list 7 and returns A(M) to 4.

Signcryption Queries. When the adversary makes
signcryption queries for messages M e {0, I, a
group of senders W = {spk;,---, spky } and a receiver
list Q ={rpky,---,rpky}, ® firstly obtains the cor-
responding hash value A(M) by looking up the list.
(We assume that £ has made the hash queries before
signcryption queries.) Then, the challenger com-
putes ¢y =re-enc (N+LA(M)- A, -Hie[N]spki) ,

¢y = H(ext(h(M)-T))® M and ¢3 = A . Finally, it
returns the ciphertext ¢ = (¢;,¢,,€3)t0 4.

Challenge. The adversary 4chooses two mes-
sages M, M; with the same length and sends them
toB. After receiving them, @ first randomly choos-
es a bitbe{0,1} and compute the signcryption
¢’ =(cj,c5,¢3) ofmyjust as the procedure of sign-
cryption queries do, in which

c] = re-enc (N+1,h(Mp)- Ay ~HiE[N]spk,~) ,

¢ = H(ext(h(My)-T)) ® Myandc3 = A .

Finally, the challenge ciphertextc” = (cj,¢5,¢3) is
returned to 4.

If T=T,, Tis a level-k encoding of
a .Hie[N]a" . At this point, the challenge cipher-

m[i
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text ¢* =(cy,c5,¢3)is a valid signeryption of M.
Otherwise, if T =T;, T=re-enc(k,samp(-))is a lev-
el- k£ encoding of a random element. As the random-
ness of the algorithmext(), the challenge ciphertext
sent to 4 can not disclose any information aboutb .

Guess. After receiving b guessed by the ad-
versary 4, the algorithm @ determines the GDDH
instance ¥ in the following way: if b =b , it out-
puts(Ag, -, Ay,--,Ag,Ty); otherwise, it outputs
(Ag, AN, ALT).

We analysis the advantage of 3. For the challenge
signcryption ciphertextc”, there are two cases to be
discussed. As in the poof of Theorem 1 in [26], we
can conclude that if the adversary 4 can break the
proposed MRASC scheme for N ring members and L
receivers with non-negligible advantaged, the PPT
algorithm @ can succeed to distinguish the £ -GDDH
instance with advantage %,where k=N+1L.

Theorem 3. Under the GDDH assumption, the
proposed MRASC scheme based on GGH graded
encoding system is extensively unforgeable against
selective chosen message attack in random model.

Proof. Under the selective chosen message attack
model, assume that there is a probabilistic polyno-
mial-time forger for the proposed scheme with an
advantage 8 , then we can construct an efficient algo-
rithm @ to solve the GDDH problem by calling the
forger as a subroutine. The algorithm @ takes as input
a GDDH instance, which is the same as the one in the
above Theorem 2.

Init. The forger outputs the forgery message
M* {01} .

Setup. In order to prepare a simulated attack en-
vironment for the forger#, the algorithm @ sets the
public parameters using Setup algorithm described in
the theorem 2.

Queries. The forger can make a polynomially
bounded number of queries including the hash que-
ries and signcryption queries. ®answers these que-
ries in the same way as that of the theorem 2.

Forgery. The forger give a signcryption ciphertext
¢" =(cj,c,¢3)on message M™ for the senders’ set
W and the receivers’ setQ.

When receiving ¢* = (c],¢5,¢3), the challenger
@ should verify the validation through two step: (1)
Validate ¢j by using the algorithm Signcrypt in the
proposed scheme; (2) determine whether the result
of H(ext (pz,, h(M*)-T))® M*is equal toc}. If both
conditions are satisfied, 3 thinks that the ciphertext ¢*
is valid. According to the assumption that the forger
can forge successfully with a non-negligible advan-
tage 8, then after a polynomially bounded number of
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queries, the challenger can determine whether T is T}
or T} with an overwhelming probability.

4.3. Performance analysis

In the above anonymous (or ring) signcryption
scheme for multi-receiver based on GGH’s system,
the length of ring is N while the number of receivers
is L. To signcrypt a message M < {0, it only needs
k+I[+2 n-degree polynomial modular multiplication
in quotient ring R, , wherek = N + L. Furthermore,
the cost of unsignerypt is the same as that of signcryp-
tion. In the table 1, we compare the new signcryption
scheme with previous GGH-based MRASC scheme
proposed by Yu et al.[27] in terms of the system pub-
lic parameters length, public-private key size of each
user in the ring, ciphertext length, signcryption cost
and the level number of hard assumption.

Table 1. Comparison of GGH-based MRASC

Schemes | Key-size | Signcryption cost | Level numbe
Yu’s dnlogy g |2N + L +2)- Ty |k =2N+L-2
Ours 2nlogyg| (N+L+2)-T, | k=N+L

Table 1 shows that our scheme is more efficient
because of the lower cost, where 7, denotes the
time cost to run once #-degree polynomial modu-
lar multiplication in quotient ring R, . Furthermore,
since the approximate setting in GGH system is sug-
gested: n = O(k1?),q =2"*  andm=0(n?), the
system parameters length, the public-private key
size and the length of ciphertext in proposed scheme
are smaller than that of Yu’s scheme, which are
mnlog, g = k*\7 bits, 2nlog, g = O(k*A?)bits and
2nlogy g +1 = 0(162%3 ) bits, respectively.

5. Conclusions

A secure MRASC scheme enables the sender to
anonymously signcrypt any message in a single ci-
phertext and send it to multiple receivers. This im-
portant cryptographic primitive can be used to protect
privacy and authenticity of a collection of users in an
ad-hoc network. With the invention of GGH graded
coding system as a candidate of multilinear maps, to
design more common cryptographic primitives based
on multi-linear maps becomes a hot research topic.
In this paper, we construct a novel MRASC scheme
based on GGH’s framework and prove its security in
terms of anonymity, message confidentiality and un-
forgeability.

Finally, we would like to point out that our scheme
based on the GGH’s framework seems to have higher
efficiency because both the signcryption and unsign-
cryption only involve the polynomial modular addi-
tion and multiplication in polynomial ring. However,
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compared with the best results of the number theo-
retic schemes, the size of public keys of the proposed
scheme is too large to be applicable, which is similar
to the schemes based on lattice. Recently, Langlois et
al. [28] improved the GGH construction in terms of the
bit size of public parameters. How to take advantage of
these improvements to reduce the length of the key in
the MRASC scheme is our future research work.
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